[okyMmeHT npepoctasneH KoHcynbTaHTINt0C

3apeructpuposaHo B MuHiocte Poccum 31 maa 2013 r. N 28608

OEAEPANNIbHAA CNYKBA MO TEXHUYECKOMY U SKCNOPTHOMY KOHTPOJIIO

NPUKA3
ot 11 ¢pespana 2013r. N 17

OB YTBEPXAEHWUM TPEGOBAHWUIA
O 3ALMUTE UHOGOPMALIUU, HE COCTABAAIOLLEN TOCYAAPCTBEHHYIO TAHY,
COLEPXALLENCA B FTOCYAAPCTBEHHbIX MHOOPMALIMOHHbIX CACTEMAX

B cooTtBeTcTBUM € YacTbio 5 cTaTbm 16 PeaepanbHOro 3akoHa ot 27 utonsa 2006 r. N 149-93 "06
nHbopMaLUUK, NHGOPMALIMOHHbBIX TEXHONOTMAX M 0 3awmTe nHbopmauun" (CobpaHme 3aKoHOAaTENLCTBA
Poccuiickoin Pepepaumm, 2006, N 31, ct. 3448; 2010, N 31, cT1. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600;
2012, N 31, ct. 4328) u MonosxkeHnem o desepanbHON caykbe MO TEXHNUYECKOMY W 3KCMOPTHOMY
KOHTPOJI0, YTBEPKAEHHbIM YKa3zom [Mpe3ngeHTa Poccuiickoin depepaunm ot 16 asrycta 2004 r. N 1085
(CobpaHue 3akoHoaaTenbcTBa Poccuiickoit deaepauum, 2004, N 34, cT. 3541; 2006, N 49, cT. 5192; 2008,
N 43, cT. 4921; N 47, c1.5431; 2012, N 7, cT. 818), np1Ka3sbiBalo:

1. YT1Bepautb npunaraemble TpeboBaHMA O 3awuMTe WHPOPMALUW, HE COCTaBASAOWEN
rocyAapCTBEHHYIO TalHY, COAEPKaLLENCA B FOCyAapCTBEHHbIX MHGOPMALIMOHHbIX CUCTEMAX.

2. YCTaHOBUTb, YTO YKasaHHble B NyHKTe 1 HacToAwero npukasa TpeboBaHUA NPUMEHAITCA A
3aWmTbl MHPOPMaLMK B roCcyAapCTBEHHbIX MHGOPMaLMOHHbIX cucTemax ¢ 1 ceHTabpsa 2013 r.

AupekTtop

depepanbHOM CyKObl MO TEXHUYECKOMY
W 3KCMOPTHOMY KOHTPOJIIO

B.CE/IMH

YTBEpKAEHDI
npukasom OCTIK Poccum
ot 11 peBpana 2013 r. N 17

TPEBOBAHMA
O 3ALMUTE MUHOGOPMALIMU, HE COCTABAAIOLLEN FOCYAAPCTBEHHYIO TAMHY,
COLEPXALLENCA B TOCYAAPCTBEHHbIX MHOGOPMALIMOHHbIX CACTEMAX

|. Obuwme nonoxKeHms

1. Hactosiwme TpeboBaHuA pa3paboTaHbl B cOOTBETCTBUMM ¢ DeaepanbHbIM 3aKOHOM OT 27 mnions
2006 r. N 149-#3 "0O6 uHbopmaLMM, UHPOPMALMOHHbLIX TEXHONOTMAX U O 3alWmTe MHPopmaumn"
(CobpaHue 3akoHoaaTenbcTBa Poccuiickoit deaepaumm, 2006, N 31, cT. 3448; 2010, N 31, cT. 4196; 2011,
N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328), a TaKKe C Y4€TOM HaLUMOHa/bHbIX CTaHAAPTOB
Poccuitckoit Pepepaunm B o6n1actu 3almTbl HGOPMaLMK U B 06/1aCTU CO34aHMA aBTOMATU3UPOBAHHbIX
cucTtem (Janee - HaUMOHa/bHbIE CTaHAAPTbI).

2. B poKymeHTe ycTaHaBnauBatoTcA TpeboBaHMA K obecneyeHMio 3alwmTbl  MHGOPMALUK
OrpaHMYEHHOro A0CTYMa, He coAepXallell cBefleHus, COCTaBAAOLWME rOCyAapCTBEHHYO TallHy (aanee -
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MHbOPMAUMSA), OT YTEUYKM NO TEXHUYECKMM KaHanaM, HEeCaHKUMOHUPOBAHHOIO AOCTYNa, cneLmanbHbIX
BO3/EMCTBMIA Ha TaKylo MHbopmauuio (HocuTenn uHbopmauum) B Uensax ee A06bIBaHUA, YHUUTOXKEHUS,
NCKaXKeHna nam 610KMpoBaHMA A0CTyNa K Helt (ganee - 3awwmTa nHdGopmauumn) npn obpaboTke yKaszaHHOM
MHGOPMALMM B rOCYAaPCTBEHHbIX MHGOPMALLMOHHbBIX CUCTEMAX.

Hactoawme TpeboBaHMA MOryT MNPUMEHSTbCA A48 3aWuTbl obuweaocTynHor wuHbopmauuu,
cozepKallenca B rocyfapcTBeHHbIX MHOOPMALMOHHBIX CUCTEMAX, 1A LOCTUKEHUA LeNel, yKasaHHbIX B
nyHKTax 1 n 3 yactn 1 ctatbm 16 ®enepanbHOro 3akoHa ot 27 mntona 2006 r. N 149-d3 "06 nHbopmauuu,
MHGOPMAUMNOHHbBIX TEXHONOTUAX U O 3awmTe MHGopmaummn".

B [OKymeHTe He paccmaTpuBatoTca TpeboBaHMA O 3awmte WMHOOPMAUMKM, CBA3AHHbIE C
npUMeHeHMemM  KpunTorpadpuyeckmx  MeTogoB  3awmuTbl  UHOpPMAuuM U WKPPOBaANbHbIX
(KpunTOrpaduuecknx) cpeacTs 3aLmTbl UHGOPMALUN.

3. Hacrtoawme TpeboBaHuAa saBnatoTcA o0b6sA3aTenbHbIMM MNpu  06paboTke WHOOPMaummn B
rocyapCcTBEHHbIX WMHPOPMALMOHHBIX cUCTEMAX, OYHKUMOHMPYOWMX Ha Tepputopumn Poccuiickoit
depepaumn, a TaKKe B MYHUUMNANbHbIX UHOGOPMALMOHHBIX CUCTEMAX, €CIM MHOE HEe YCTaHOBAEHO
3aKoHoAaTeNnbCTBOM Poccuinckon Pepepaumm o MECTHOM CaMOyMNpaBAeHUN.

Hactosawue TpeboBaHUA He PacipPOCTPAHAIOTCA HA rocyapCTBEHHbIE MHGOPMALMOHHbIE CUCTEMDI
AagmuHuctpaumm MNpesmgeHta Poccuinckon ®eaepaummn, Coseta besonacHoctn Poccuiickoin deaepaunm,
depepanbHoro CobpaHus Poccuiickon ®epepaumn, [MpasuTtenbctBa Poccuitickoli  deaepauuu,
KoHctutyumnoHHoro Cyaa Poccuinckoit deaepaunm, BepxosHoro Cyaa Poccuiickont ®epepaumm, Boicwero
ApbutpaxkHoro Cyaa Poccuiickoit ®egepaummn n depepanbHo cny*Kbbl 6esonacHocTM Poccuiickoi
depepauun.

4. HactoAawme TpeboBaHuMs npeaHasHavyeHbl Ana obnagaTteneir MHPopmauumM, 3aKa3uMKOB,
3aKNHOYMBLINX FTOCYAAPCTBEHHDbIM KOHTPAKT Ha cO34aHMe rocyfapcTBEHHOM MHOOPMALMOHHOM CUCTEMDI
(manee - 3aKa34MKM) M ONEPATOPOB roCyAaPCTBEHHbIX MHPOPMALIMOHHBIX CUCTEM (danee - onepaTopbl).

Jlnuo, obpabaTtbiBatowee WHPOPMALUMIO, ABAAIOLLYIOCA FOCYAAPCTBEHHbIM MHPOPMALMOHHBbIM
pecypcom, no nopydyeHno obnagatens wuHbopmauum (3akasumka) wam  onepatopa M (Maum)
npeaocTaBasiolLlee MM BblYUCAUTENbHbIE pecypcbl (MowHOCTM) Ans 06paboTkM MHPOpMaALMKM Ha
OCHOBAHWMM 3aKNIOYEHHOro AoroBopa (manee - yNo/sIHOMOYEHHOe /Muo), obecneuyvMBaer 3aluUTy
MHGOpMaAUMM B COOTBETCTBMM C 3aKoHogaTenoctBom Poccuitckoit Pepepaummn 06 uHbopmaumu,
MHGOPMALMOHHBIX TEXHOOMUAX U O 3awwmTe MHPopmaumn. B gorosope onxkHa b6biTb NpeaycmMoTpeHa
00M3aHHOCTb  YMNOJIHOMOYEHHOrO AMua  obecneumBaTbh  3awuTy  MHPOpMauMu, ABAAKOLLENCA
rocy4apcTBeHHbIM MHPOPMALLMOHHBIM PECYPCOM, B COOTBETCTBUM C HacToALWMMM TpeboBaHUAMU.

5. Mpu 06paboTKe B rocyaapcTBeHHOMW MHGOPMALMOHHOW cucteme MHGOPMaLMK, coaepsKallen
nepcoHanbHble AaHHble, HacToAwMe TpebOBaHUA MPUMEHAIOTCA Hapady C TpeboBaHMAMM K 3alumTe
NePCOHANbHbIX AaHHbIX NPU UX 06pPaboTKe B MHPOPMALMOHHbLIX CUCTEMAX MEPCOHANbHBIX AAHHbIX,
YTBEPKAEHHbIX NocTaHoBAeHWeM lMpaBuTenbctBa Poccuiickoit Pegepaumm ot 1 HoAbps 2012 r. N 1119
(CobpaHue 3akoHogaTenbcTBa Poccuiickoit depepauymm, 2012, N 45, cT. 6257).

6. Mo peweHuto obnagatena nHoGopmaumm (3akasumka) uam onepaTopa Hactoawme TpebosaHuA
MOTYT  MPUMEHATbCS  A1A  3aluMTbl  MHPOPMAUMK, coAepiKallelicas B HErocyAapCTBEHHbIX
MHPOPMALMNOHHDIX CUCTEMAX.

7. 3almTa MHPOpPMaLMK, coaeprKallenca B rocyaapcTBeHHOM MHGOPMaLMOHHOM cucTeme (aanee -
MHPOpMaUMOHHaAA cuctema), obecrneumBaeTca MyTemM BbINOAHEHMs obnagatenem wHdopMauum
(3akasuukom) n (nnu) onepatopom TpeboBaHMI K OpraHM3aLmMm 3aWwmuTbl MHGOPMaL MK, CoAepsKallenca B
MHOOPMAUMOHHOM cucTeme, M TpeboBaHWIN K mepam 3awmtbl WMHOOPMAUUKM, coaeprKaliencs B
MHGOPMALMOHHOM CUCTEME.

Il. TpeboBaHMA K opraHM3aumm 3aWwmTbl UHGOPMaLNMK,
cofepKalencs B MHGOPMALMOHHOM cucTeme

8. B MHbOPMALMOHHOM cucTeMe OOBbEKTAMM 3aWMTbI SBAAIOTCA MHPOPMALMA, COAEepKALLANACA B
MHPOPMALMOHHON CUCTEME, TEXHUYECKME CPEeACTBA (B TOM YMc/ie CPeacTBa BbIYMCAUTENBHON TEXHUKM,
MalUMHHblE HOCMTENN WHPOPMAaUUKM, CPeACTBa M CUCTEMbI CBA3M M Nepefayn AaHHbIX, TEXHUYECKune
cpeactea 06paboTkm  ByKBeHHO-UMGPOBOWN, rpaduYecKol, BUAEO- U pedyeBor WHPOpMaLUK),
obllecuctemHoe, MNpPUKAagHOe, crneuManbHoe nporpammHoe obecneyeHne, MHOOPMaALMOHHbIE
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TEXHONOMNU, A TaKKe CPeACTBa 3aLUNTbl MHOOPMALLUMK.

9. [Ons obecneyeHua 3awWuTbl MHOPMaLUKM, coaep)Kawenca B MHPOPMALMOHHON CUCTEME,
OMNnepaTopoM HA3HA4yaeTca CTPYKTYpHOe MoApasAeNeHne WKW  AO0JIKHOCTHoe Aunuo  (paboTHMK),
OTBETCTBEHHbIE 33 3aLUNTY UHGOPMALUMN.

10. Ana npoBegeHua paboT no 3awute MHbOpMALMM B XOAE CO34aHMA WM 3IKCNayaTauuu
MHOOPMALMOHHOM cucTeMbl obnaaaTenem MHGopmMmaLMn (3aKa3umKom) U ONepaTopom B COOTBETCTBUM C
3aKoHozaTenbctBOM Poccuiickon ®Pepepaumm npu HeobXoaMMOCTM NPUBAEKAIOTCA OpraHM3aLuumu,
nmeruwme ANUEH3NIO Ha AeATE/IbHOCTb N0 TEXHUYECKOW 3alimuTe KoHPuaeHumanbHon nHdopmaumm B
cooTBeTCcTBMM ¢ PeaepanbHbim 3aKOHOM OT 4 masa 2011 r. N 99-@3 "O nnueH3npoBaHMM OTAENbHbIX BUAOB
neatenbHoctn" (CobpaHune 3akoHoaaTenbcTsa Poccuitckoit depepaumm, 2011, N 19, ct. 2716; N 30, cT.
4590; N 43, c1. 5971; N 48, c1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Ana obecnevyeHunsa 3awmTbl MHOOPMALMMK, coAeprKalienca B UHPOPMALMOHHON cucTeme,
NPUMEHAIOTCA CpeacTBa 3awmTbl MHPOpMauuu, npowegline OLEHKY COOTBeTcTBMA B  dopme
ob6s3atenpHoM cepTudmKaumMm Ha cooTseTcTBMe TpeboBaHMAM Mo 6GesonacHocTM MHbOpMaLMK B
COOTBETCTBUM CO cTaTben 5 PepepanbHOro 3akoHa ot 27 aekabpsa 2002 r. N 184-d3 "O TexHUYecKom
perynnposaHumn" (CobpaHue 3akoHoaaTenbctBa Poccuinckoit deaepaumm, 2002, N 52, ct. 5140; 2007, N
19, c1. 2293; N 49, ct1. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N 48, c1. 5711; 2010, N 1, cT. 6;
2011, N 30, cT.4603; N 49, ct. 7025; N 50, cT. 7351; 2012, N 31, c1. 4322; 2012, N 50, cT. 6959).

12. 3awmTa nHPopmaunm, cogeprawenca B MHOOPMaALMOHHON CUCTEME, ABNAETCA COCTABHOM
YyacTblo PaboT MO CO34aHMIO U 3KCNAyaTauun MHGOPMALMOHHON cucTeMbl M obecneynBaeTcs Ha Bcex
cTagmsx (3Tanax) ee co3AaHuA U B Xo4e 3KCNyaTaumMm NyTem NPUHATUA OPraHM3aLMOHHbIX M TEXHUYECKUX
Mep 3alWuUTbl MHPOPMALIMKN, HaNpPaBAEeHHbIX Ha BAOKMpoBaHWe (HelTpanmsaumio) yrpo3 6e3onacHocTU
MHbOPMaLUKN B MHPOPMALMOHHON CUCTEME, B PaMKaxX CUCTEMbI (MoAcucTeMbl) 3awWwmTbl MHGOPMaLMK
MHPOPMaLMOHHOM CUCTEMBI (ganee - cucTema 3almTbl UHGOPMaUUn MHPOPMALLMOHHOM CUCTEMDI).

OpraHn3auMoHHbIE N TEXHUYECKME Mepbl 3aLLMTbl MHPOPMaL MK, peanmsyemble B paMKax CUCTEMbI
3awWwmTbl MHPopMauMmM MHGOPMALMOHHOM CUCTEMBI, B 3aBUCMMOCTM OT MHOPMALMKM, CoaeprKalLelica B
MHGOPMAUMOHHOW cucTeme, Leneit co3gaHus MHGOPMALMOHHON CUCTEMbI M 334a4, pPellaemblX 3TOM
MHGOPMALNOHHOM CUCTEMOM, AONKHDBI ObITb HaNPaBAEHbI HA UCKOYEHUE:

HenpaBOMEpPHbIX AOCTyNna, KONMPOBaHMA, NPeLOCTaBNEeHMA UAM PACNPOCTPAHEHUA MHbOPMALUK
(obecneyeHune KoOHOUAEHUMANBHOCTU MHDOPMALMK);

HEMPABOMEPHbIX YHUUTOXEHUA AN MoandULMpoBaHna nHbopmaumm (obecnedyeHme LEeNoCTHOCTH
nHbopmauum);

HenpaBoMepHOro 610KMpoBaHNA MHPOoPMaLMK (0becneyeHme AOCTYNHOCTU MHbOPMaLMK).

13. Ana obecneyeHunsa 3awmtbl MHPOPMALMK, copepKalLlencs B MHOOPMAUMOHHON cucTeme,
NPoBOAATCA C/iefytoLLme MeponpuATUA:

dopmupoBaHne TpeboBaHMI K 3almTe WMHbOpPMAUMKM, coaeprkallenca B WMHPOPMALIMOHHOM
cucTeme;

pa3paboTKa cMcTeMbl 3aLLMTbl UHPOPMALUN MHGOPMALMOHHOMN CUCTEMDI;

BHeApeHMe cUCTeMbl 3aWmUTbl UHGOPMaLUN MHOOPMALLMOHHOM CUCTEMBI;

atrectauma WMHPOPMAULMOHHOW CcUCTeMbl MO TpeboBaHMAM 3awuTbl MHPopmaumn (panee -
atTrectauma MHGOPMaLMOHHOM CUCTEMBI) U BBOZ, €€ B AEWUCTBUE;

obecneyeHne 3awnTbl MHGOPMALMUM B XOAE IKCMAyaTauuu aTTecTOBaHHOM WHOOPMaLUOHHOWN
cucTeMbl;

obecneveHne 3awmTbl  MHPOPMAUMM MPUM  BbIBOAE M3 IKCMyaTauMuW  aTTeCTOBAHHOWM
MHGOPMALMOHHOM CUCTEMBI UM NOC/IE NPUHATUA pelleHma 06 OKoHYaHUK 06paboTkM MHbopMaLU.

dopmumpoBaHMe TpeboBaHMM K 3awmTe MHGOPMaLMK, coaepKallenca
B MHOOPMALMOHHOM cucTeme

14. dopmupoBaHMe TpeboBaHUIN K 3alunTe MHbOPMaLUKM, codepKalenca B MHGOPMaLMOHHON
cucTeme, ocyuecteaseTcs obnagatenem MHGopmauum (3akasumkom).

dopmupoBaHmMe TpeboBaHMN K 3awuTe UHbOpMaUUM, coaepskalienca B MHPOPMALIMOHHOM
cucteme, ocylectsnserca ¢ ydyetom TOCT P 51583 "3awwmta wuHbopmaumn. Mopagok co3gaHus
aBTOMaTM3MPOBAHHbIX CUCTEM B 3aLUMLLLEHHOM McnosiHeHUKU. Obuime nonoxeHuns" (aanee - TOCT P 51583)
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n FOCT P 51624 "3awmta nHibopmaumun. ABTOMaTU3MPOBAHHbIE CUCTEMbI B 3aLUULLEHHOM UCMNOJIHEHWUMN.
Obuwme TpebosaHuAa" (ganee - TOCT P 51624) 1 B TOM YMCNE BKAOYAET:

NPUHATUE peLleHnsa 0 HeobXoAMMOCTHM 3alWMTbl MHPOPMaLUMK, coaeprKallencs B MUHGopMaLMOHHOM
cUCTeMe;

KnaccudpuKaumio MHPOPMaLMOHHON cUcTeMbl No TpeboBaHMAM 3alUnUTbl MHGOpMaLUKU (aanee -
Knaccudukauma MHGOPMaLMOHHOM cUCTEMDI);

onpezeneHne yrpos 6esonacHoct MHGOPMaUMM, peanm3aumsa KOTOPbIX MOXKET MPUBECTM K
HapyLweHuto 6esonacHoCcTM MHPopmaumm B MHPOPMALMOHHON cucTeme, U pa3paboTKy Ha MX OCHoBe
Mmoaenn yrpo3 6e3onacHocTn MHbopmaunu;

onpezeneHune TpeboBaHU K cucTeme 3aLmTbl MHPOPMaLMN MHPOPMALMOHHON CUCTEMBI.

14.1. MNMpu NPUHATUM peleHMA O HeobXOAMMOCTM 3alMTbl MHOOPMaUUK, copepsKalleinca B
MHPOPMALMOHHOWN CUCTEME, OCYLLLECTBNAETCA:

aHanu3 uenei co3gaHna MHPOPMALMOHHOM CUCTEMbI M 33434, pellaemMblX 3STOM MHGOPMALMOHHOM
cUCTemoi;

onpeaeneHne nHGopmauuu, noanexawen ob6paboTke B MHGOPMaALMOHHON CUCTEME;

aHa/IN3 HOPMATMBHbIX NPABOBbIX aKTOB, METOANYECKUX AOKYMEHTOB M HALLMOHANbHbIX CTaHAAPTOB,
KOTOPbIM A0/I*KHa COOTBETCTBOBATb MHPOPMALMOHHANA CUCTEMA;

NPUHATME  peleHMA O HeobXoAMMOCTM  CO34aHMA  CUCTEMbI  3aWuTbl  MHOopmaLmm
MHOPMALMOHHON CUCTEMbI, @ TaKKe onpegeneHne Uenen W 3agady 3awmTbl MHGOpMaLMM B
MHGOPMALMOHHON  CMUCTEME, OCHOBHbIX 3TanoB CO34aHWA  CUCTEMbI  3aluTbl  MHbOPMaLUK
MHPOPMALUMOHHOM cucTembl U GYHKUMIM MO obecneyeHuto 3aWuTbl MHPOPMaLMK, codeprKallenca B
MHOPMaLUMOHHOW cucteme, obnagatens UHPopmauun (3aKasuuKa), onepatopa U YNOJHOMOYEHHbIX
anu,

14.2. Knaccndmkaumsa MHPOPMaLMOHHON CUCTEMbI NPOBOAUTCA B 3aBUCMMOCTM OT 3HAYMMOCTHU
obpabaTtbiBaeMoli B Heill UHPOpMauMM M MacwTaba WHPOPMAUMOHHON cucTembl (beaepanbHbii,
PernoHasnbHbl, 06HEKTOBbIN).

YCTaHaB/MBAOTCA YeTbipe Kaacca 3alMILEHHOCTU MHPOPMALMOHHOM CUCTEMBI, ONpeaensatoLmne
YPOBHM 3aLUMNLLEHHOCTU coaepKalleiica B Hel MHpopmauum. Camblii HU3KMI Klacc - YeTBEPTbIN, Cambli
BbICOKMI - NepBblii. Knacc 3awmieHHoCcTM MHGOPMALMOHHOM CUCTEMBI ONpPeaenaeTcs B COOTBETCTBUN C
npunoxeHnem N 1 K Hactoawmm TpeboBaHMAM.

Knacc sawmweHHoctn onpegensetca ana MHPOPMALMOHHOW CUCTEMbI B LEAOM U, Npwu
HeobXxo4MMOCTH, A1 ee OTAEeNbHbIX CerMeHTOB (COCTaBHbIX u4acTel). TpeboBaHMe K Knaccy
3aLUMLLLEHHOCTM BK/IOYAETCA B TEXHMYECKOE 3aZaHNe Ha co3aaHne MHPOPMALLMOHHOM cucTembl U (Mam)
TEXHMYECKOEe 33afaHue (4acTHOoe TexHMYecKoe 3afaHue) Ha co3gaHuMe CUCTeMbl 3alMTbl MHPopMaLUn
MHOOPMALMOHHOM CUCTEMBI, pa3pabaTbiBaemble ¢ ydeTom FOCT 34.602 "MHbOpMaLIMOHHAA TEXHONOTUS.
Komnnekc cTaHAaApTOB Ha aBTOMATM3MPOBaHHble cUCTEMbl. TexXHMYECKOoe 33jaHuMe Ha Co3jaHue
aBTOMaTM3MpoBaHHOM cuctembl" (ganee - TOCT 34.602), FOCT P 51583 1 FOCT P 51624.

Knacc 3awmiieHHOCTM MHOOPMALMOHHOM CUCTEMbI MOANEXKUT MEPEecMOTPY MNpPU U3MEHeHUU
MaclwTaba MHPOPMALMOHHOM CUCTEMbI AN 3HAUMMOCTUN 0bpabaTbiBaeMol B Hel MHbOPMaL UK.

Pe3ynbTaTtbl KnaccupuKkaumm MHGOPMaLMOHHOM cucTeMbl 0POPMAAIOTCA AKTOM KnacCubUKaumm.

14.3. Yrpo3sbl 6e30nacHOCTM MHPOPMaLMM ONPeLensatoTCA NO pe3ybTaTaM OLLEHKU BO3MOMXKHOCTEN
(noTeHLMana, ocHaLWEHHOCTU U MOTMBALMK) BHELLHWUX U BHYTPEHHUX HapyLUUTeNel, aHan3a BO3MOMKHbIX
yA3BMMOCTEN WMHOOPMALMOHHON CUCTEMBI, BO3MOXHbIX CNOCO60B peanusaumm yrpos bHesonacHocTu
MHbOpMaUMM M NOCNeACTBMM  OT  HapyleHuMa  cBoMcTB  6e3onacHoctM  MHbopmauuu
(KOHOUAEHLMANBHOCTH, LENOCTHOCTM, LOCTYNHOCTH).

Mpw onpeaeneHnmn yrpo3 6e30nacHOCTY MHGOPMALUKN YUUTBIBAOTCA CTPYKTYPHO-PYHKLMOHAbHbIE
XapaKTepPUCTUKM MHOOPMALMOHHOM CUCTEMbI, BK/IOYAOWME CTPYKTYPY M COCTaB MHPOPMALMOHHOM
cuctembl, duU3MYecKue, noruveckne, ¢GyHKLMOHANbHbIE W TEXHONOTMYECKME B3aMMOCBA3U  MeEXAY
cermeHTamu MHGOPMaLMOHHOMN CUCTEMDI, C UHBIMWM MHPOPMALLMOHHBIMKU CUCTEMaMK U MHGOPMALMOHHO-
TEIEKOMMYHMKAUMOHHbIMWN CETAMMU, PEXUMbI 06paboTKM MHDOPMaLUK B MHPOPMALMOHHOW cucTeme u
B €€ OTAE/IbHbIX CErMEHTaX, a TaKKe MHble XapaKTePUCTUKM MHPOPMALMOHHON CUCTEMDI, MPUMEHAEMbIE
MHPOPMALMOHHbIE TEXHOOTUN M 0COBEHHOCTUN ee GYHKUMOHUPOBAHMA.

Mo pesynbTaTam onpegeneHns yrpo3 6e30nMacHOCTM MHbOPMaUUM Npu  HeobXxoaMMOCTU
pa3pabaTbiBalOTCA PEKOMEHAALMM MO KOPPEKTUPOBKE CTPYKTYPHO-OYHKLMOHANbHbBIX XapaKTepuUCTUK
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MHPOPMALMOHHOM CUCTEMbI, HanpaB/ieHHble Ha B610KMpPOBaHME (HEeMTPanM3aumI) OTAENbHbIX Yrpo3
6e3onacHoCcTU MHPopMaLMK.

Mogenb yrpo3 6e3onacHOCTM MHOOPMALUKN [ONKHA COAEPXKATb ONUCaHWe MHPOPMALMOHHON
CUCTEMBI U €€ CTPYKTYPHO-PYHKLUMOHANBHbIX XapaKTEPUCTUK, a TaKKe onucaHune yrpo3 6esonacHoctu
MHbOPMaUMK, BK/OYAlOLWLEE OMWCAHWE BO3MOXKHOCTEM Hapywwutenei (mogenb Hapywwutens),
BO3MOMHbIX YyA3BMMOCTEN MHPOPMALMOHHOM CUCTEMBI, CNOCOOOB peanmsaummn yrpos 6esonacHocTu
MHbOpPMaUMM N NOCAEACTBMIA OT HapyLLUEHMA CBOMCTB 6e3onacHOCTU MHbOpMaLUN.

Ona onpeageneHns yrpos 6e3onacHoCTM MHPopmauum n paspaboTkn moaenn yrpos 6es3onacHocTm
MHPoOpMaLUM NPUMEHAIOTCA METOAMYECKME OOKYMEHTbl, pa3paboTaHHble M yTBep:KAeHHble PCTIK
Poccun B cooTBeTCTBUM C NoANYyHKTOM 4 nyHKTa 8 MNonoxkeHus o PegepanbHON cnyxkbe No TEXHUYECKOMY
M 3KCMOPTHOMY KOHTPOJIIO, YyTBEPXKAEHHOTO YKasom lMNpe3unaeHTa Poccuinckon depepaumm ot 16 asrycta
2004 r. N 1085 (CobpaHue 3akoHogaTenbcTBa Poccuitckont ®epepaumm, 2004, N 34, ct. 3541; 2006, N 49,
cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHMA K cucTeMe 3aWmUTbl UHGOPMALNN MHPOPMALMOHHON CUCTEMBI ONPEAENAIOTCA B
3aBUCMMOCTM OT KJjacca 3alMLLEHHOCTM MHOOPMALMOHHOM CcuUCTeMbl U yrpo3 6e3onacHocTu
MHPOPMALMK, BKAIOYEHHDBIX B MOAENb Yrpo3 6€30MacHOCTU MHOPMaLmH.

TpeboBaHMA K cucTeme 3awmTbl MHPOPMALMM MHOOPMALMOHHON CUCTEMBI BK/OYAIOTCA B
TEXHMYECKOE 3aaHuMe Ha co3gaHne MHPOPMALMOHHOM CUCTEMDI U (M) TEXHMYECKOE 3afaHune (4acTHoe
TEXHMYECKOE 3afaHMEe) Ha COo34aHMe CUCTEMbI 3alMTbl MHPOPMALMKM MHPOPMALMOHHON CUCTEMDI,
pa3pabaTbiBaemble ¢ yyetom FOCT 34.602, TOCT P 51583 n IOCT P 51624, n AomKHbI B TOM 4yucne
cofepKaTb:

uenb 1 3aga4m obecneyeHmn 3aWmUTbl MHGOPMaLMKU B UHHOPMALMOHHOM CUCTEME;

KN1acC 3aMLLLEHHOCTN MHPOPMALLMOHHOM CUCTEMBI;

nepeyeHb HOPMATMBHbLIX MPABOBbIX AKTOB, METOAMYECKMX [AOKYMEHTOB M HaLMOHasNbHbIX
CTaHAaPTOB, KOTOPbIM AOJI)KHA COOTBETCTBOBATb MHGOPMALMOHHAA CUCTEMA;

nepevyeHb 0OBHEKTOB 3aLNTbI MHPOPMALMOHHOM CUCTEMDI;

TpeboBaHMA K Mepam U cpeacTBam 3awmTbl MHGOPMALUKM, NPUMEHSAEMbIM B MHPOPMALMOHHON
cuUCTeMe;

TpeboBaHMA K 3awmte WHOpMAUMM Npu MHPOPMALMOHHOM B3aMMOLENCTBUU C  MHbLIMU
MHGOPMALNOHHBIMKU CUCTEMAaMMN U MHGOPMALMOHHO-TENEKOMMYHUKALMOHHbBIMW CETAMM, B TOM YnUCAE C
MHPOPMALNOHHBIMU CUCTEMAMM YNONHOMOYEHHOTO /INLA, A TAKXKe NPU NPUMEHEHUWN BbIYUCANTENBbHbIX
pecypcoB (MoLWHOCTEN), NPeaocTaBAAeMbIX YNOJHOMOYEHHbIM MLLOM 417 06paboTKM MHpopmaLmu.

Mpu onpeaeneHmMn TpPebOBaHUI K cUCTeMe 3aWmTbl MHPOPMAUUN MHPOPMALMOHHON CUCTEMDI
YUYUTBIBAIOTCA MOMIOXKEHUS NOAUTUK obecnevyeHns uHOPMaLMOHHOM 6Ge3onacHOCTM obnagatens
MHbopMaummn (3aKkasumka) B caydae ux paspabotkm no FOCT P MCO/M3K 27001 "MHdpopmaumoHHas
TexHonorns. MeTtogbl W cpeactBa obecneyveHus  6esonacHocTU.  CUCTeMbl  MeHeaXMeHTa
MHbOPMaUMOHHON Be3onacHocTn. TpeboBaHMA", a TaKKe MOAUTMK obecneyeHnsa MHOOPMALMOHHOM
6€30MacHOCTM onepatopa M YMNOJHOMOYEHHOrO /iMUA B 4YacTW, He NPOTMBOPEYaALeN NOAUTUKAM
obnapatena nHbopmaumm (3akasumka).

Pa3paboTKa cuctembl 3aLWLmTbl MHPOPMaLIMN MHPOPMALMOHHON CUCTEMDI

15. PaspaboTtka cuctembl 3awmtbl MHGOPMaLMM MHPOPMALMOHHON CUCTEMbI OpPraHuM3yeTca
obnagatenem MHGopMaL MK (3aKa3unMKoMm).

PaspaboTka cucTembl 3awuTbl UHGOPMALUM WMHOOPMALMOHHON CUCTEMbBI OCYLLECTBAAETCA B
COOTBETCTBUM C TEXHUYECKMM 3aZaHMEM Ha CO34aHMe UHPOPMALMOHHOM CUCTEMDI U (MUNK) TEXHUYECKUM
3afaHMemM (4aCTHbIM TeXHMYECKMM 33JaHMeM) Ha co3fJaHue CcuUcTeMbl 3aluTbl  MHOpMaLmK
MHbOpMaUMOHHOM cuctembl ¢ ydetom [OCT 34.601 "UHdopmaumoHHas TexHosnorns. Komnnekc
CTaHAAPTOB Ha aBTOMATU3MPOBaHHble CUCTEMbl. ABTOMaTM3UpOBaHHble cucTembl. CTagum cospaHua”
(manee - FOCT 34.601), TOCT P 51583 n TOCT P 51624 1 B TOM YMC/ie BK/IOYAET:

NPOEKTUPOBAHME CUCTEMBI 3aLLMUTbI MHPOPMALMMN MHPOPMALMOHHOM CUCTEMDI;

pa3paboTKy  IKCMIYaTaUMOHHOM  AOKYMEHTaUMM Ha  cuctemy  3almTtel  MHOOpPMaLMK
MHPOPMALMOHHOM CUCTEMDI;

MaKeTMpPOBaHWE N TECTUPOBAHUE CUCTEMBI 3aLLMUTbI UHPOPMALUN MHGOPMALMOHHOM CUCTEMbI (NpU
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HeobxoaMmocCTH).

Cuctema 3awmtbl MHOOpMauMM WHPOPMALMOHHOM CUCTEMbI He [JOJIKHA NpPenaTCcTBOBaTb
OOCTUKEHUIO Lienei co3aaHma MHPOPMaLLMOHHOM cucTeEMbI U ee GPYHKLLMOHUPOBAHMUIO.

Mpwn paspaboTke cuctembl 3aWmTbl MHOOPMALUMMU MHPOPMALLMOHHOM CUCTEMbI YYUTbIBAETCA ee
MHPOPMALMOHHOE B3aUMOAENCTBME C WUHbIMU MHPOPMALMOHHBIMM CUCTEMAMM U MHPOPMALUOHHO-
TEIEKOMMYHMKALMOHHbIMW CETAMM, B TOM YnC/e C UHPOPMALMOHHBIMU CUCTEMAMU YNOHOMOYEHHOTO
MUa, a TaKXe TMNPUMEHEHMEe BbIYUC/IUTE/IbHbIX PEecypcoB (MoWHOCTEN), nNpeaoCcTaBAsEeMbIX
YNO/IHOMOYEHHbIM IMLLOM /17 06paboTKM MHbOPMaLUW.

15.1. Mpn NPOeKTUPOBAHNM CUCTEMbI 3aLWLMTbl MHGOPMALUM UHPOPMALMOHHOM CUCTEMBI:

onpeaensalnTca TUMbl CybbeKToB AoCTyna (Nosib3oBaTenn, NPOLLECChl U MHble CyObeKTbl fOCTyNa) U
0b6BEKTOB [A0CTyMa, ABAAKOLWMXCA O0ObeKTamu 3awmTbl (yCTponcTBa, 06beKTbl $aitnoBOM CUCTEMBI,
3anycKaemble U WUCMONHAEMblE MOAYAN, OOBEKTbI CUCTEMbI yrnpaBieHUa 6asamu AaHHbIX, 06BEKTHI,
co3/aBaemble NPUKAALHbIM NPOrPaMMHbIM obecnevyeHnem, MHble 0OBEKTbI 4OCTYNA);

onpeaenanTca MeToAbl YNPaBAeHUA JOCTYNOM (ANCKPELMOHHbIA, MaHAATHbIN, PONEBOM UAW UHbIE
MeToApl), TUNbl [OCTyna (4TeHWe, 3anucb, BbIMNOJHEHWE WAW WHble TUMbI [OCTYNa) WM Npasuna
pasrpaHMYeHns [O0CTyna CcybbekToB A[0CTyna K obbekTam AocTyna (Ha OCHOBE CMWCKOB, METOK
6€30MacHOCTH, POJIeN U UHbIX NPaBWA), NogAEKALME peannsaummn B MUHPOPMALMOHHOM CUCTEME;

BblOUpatoTcA Mepbl 3aWuTbl MHPOpMaALMK, NoAnerkalme peanus3aumm B CUCTEME 3aLmThbI
nHPopMauum MHGOPMALMOHHOMN CUCTEMDI;

onpeaenaAlnTca BUAbI M TUMbl CPEACTB 3alMTbl MHPOPMauuK, obecneuymBatolme peanmnsaumio
TEXHUYECKMX Mep 3aWuTbl MHGOPMaLMK;

onpenenseTca CTPYKTypa CUCTEMbI 3aLnUTbl MHGOPMaLUK MHGOPMALIMOHHOM CUCTEMbI, BKIOYan
cocTaB (KoIM4ecTBo) 1 MecTa pasmMellleHUA ee 31eMEHTOB;

OCYLLECTBNIAETCA BbIOOP CPeacTB 3almTbl MHPOPMALMKN, CEPTUPULMPOBAHHDBIX HA COOTBETCTBME
TpeboBaHMAM no 6e3onacHOCTM MHPOpPMALMKU, C YYETOM WX CTOMMOCTM, COBMECTUMOCTU C
MHGOPMALNOHHBIMWN TEXHOOTUAMMN N TEXHUYECKMMU CpeacTBamm, PyHKLMM 6e30nacHOCTN 3TUX CPeacTB
M ocobeHHOCTEN NX peasiM3aumm, a TaKKe Kaacca 3alnLLeHHOCTU MHPOPMALIMOHHOM CUCTEMBI;

onpefensaTcs napameTpbl HaCTPOWMKM MNpOrpamMMHoOro obecneyeHus, BKAOYAA MPOrpaMmHoOe
obecneyeHne cpeacTs  3awmMTbl  MHopmaumu, obecneuymBalowme peanmsaLmlo  Mep  3aWMUTbl
MHPOPMALNMK, A TAKIKE YCTPAHEHME BO3MOKHbIX YA3BUMOCTEN MHGOPMALMOHHOMN CUCTEMBI, MPUBOAALLUX
K BO3HMKHOBEHWIO Yrpo3 6e3onacHoCTN MHpopmaLmu;

onpeaensalTca Mepbl 3aWmTbl MHGopMaLMM Npu MHPOPMALMOHHOM B3aMMOLENCTBUN C UHBIMMI
MHPOPMALMNOHHBIMKU cUcTEMaMm N MHGOPMALLMOHHO-TENIEKOMMYHUKALMOHHbBIMU CETAMMW, B TOM YMCIe C
MHPOPMALNOHHBIMU CUCTEMAMM YNONHOMOYEHHOTO INLA, A TAKXKe NPU NPUMEHEHUWN BbIYUCANTENBbHbIX
pecypcoB (MoLWHOCTeN), NPeaoCcTaBAAEMbIX YNOJAHOMOYEHHbIM IMLOM A8 06paboTKM MHPopMaLUN.

Pe3ynbTaTbl NPOEKTUPOBAHMA CUCTEMBI 3alWMTbl MHPOPMAUUM MHPOPMALIMOHHOM CUCTEMDI
OTpaKalTCcA B MNPOEKTHOW [AOKYMEHTauuM (3CKM3HOM (TEXHMUYECKOM) MpoeKkTe U (Mnu) B pabouel
OOKYMeHTauMmn) Ha WMHPOPMALMOHHYIO CUCTEMY (cMCTeMy 3awmTbl MHGOPMALUN WMHPOPMALMOHHON
cucTtembl), paspabatbiBaembix ¢ yyetom [OCT 34.201 "MHpopmauMoHHaa TexHonorua. Komnnekc
CTAHAAPTOB HAa aBTOMATM3MPOBAHHbIE CUCTEMbI. BUAbI, KOMNAEKTHOCTb U 0603HaYeHNe JOKYMEHTOB Npu
CO34aHMM aBTOMaTM3MPOBaHHbIX cucTem" (aanee - FOCT 34.201).

MpoeKTHasA L[OKYMEHTauusi Ha MHPOPMALMOHHY0 cucTeMy W (Man) ee cucTemMy 3awmThbl
MHbOPMaLUMKN NoanexaT COrnacoBaHUIO C ONepaTopom UHPOPMALMOHHOW CUCTEMbI B C/lyYae, ec/iv OH
onpefeneH TaKOBbIM B COOTBETCTBMM C 3aKOHOZATeNbCTBOM Poccuiickon Pepepauun K MOMEHTY
OKOHYaHWA NPOEKTUPOBAHUA CUCTEMDbI 3aLLUTbI UHPOPMALUKN MHPOPMALLMOHHOM CUCTEMBI U HE ABNAETCA
3aKa34YMKOM AaHHON MHPOPMALIMOHHOW CUCTEMDI.

Mpyn oTCyTCTBUM HEOBXOAMMBIX CPeAcTB 3aWwuTbl UHOOPMaUUK, CePTUPUULMPOBAHHBIX Ha
cooTBeTcTBME TpeboBaHMAM No 6e3onacHoOcTU MHbOPMaUUKM, opraHusyeTca pas3paboTka (aopaboTka)
cpeacTB 3aWwmnTbl MHPOPMALMK M UX cepTUdUKALLMA B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuitckoit
denepaumn AU NPOU3BOAMTCA KOPPEKTUPOBKA NPOEKTHbLIX PELLEHNI N0 MHGOPMALMOHHON cUCTEME U
(unn) ee cucteme 3awmTbl MHOOPMALMM C y4ETOM (PYHKLMOHANBbHBIX BO3MOMKHOCTEN MMEIOLLMXCA
CePTUPUUMPOBAHHBIX CPEACTB 3aLLUTbI MHPOPMALUN.

15.2. Pa3paboTKa 3KCMAyaTaLMOHHOM [OKYMEHTALMM Ha CcUCTeMy 3awuTbl MHOpMaLMK
MHPOPMALMOHHON CUCTEMbI OCYLLECTB/IAETCA B COOTBETCTBUM C TEXHUYECKMM 33aJaHMEM Ha CO3jaHue
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MHDOPMALMOHHOM cUCTEMDBI U (MIM) TEXHUYECKMM 3aJaHMEM (YaCTHbIM TEXHMYECKMM 33aJaHMEM) Ha
CO34aHue cucTembl 3awmTbl MHGOPMaLMU MHOOPMALMOHHOM CUCTEMDI.

dKcnayaTauMOHHaA AOKYMEHTAUMA HA CUCTEMY 3aLLNTbl MHPOPMALMKN MHPOPMALLMOHHOM CUCTEMDI
pa3pabaTbiBaeTca c ydetom OCT 34.601, FOCT 34.201 u TOCT P 51624 1 gonKHa B TOM YMCae cogepKaTtb
onucaHue:

CTPYKTYpPbI CUCTEMBI 3aLWNUTbl UHGOPMALNN MHGOPMALLMOHHOM CUCTEMBI;

COCTaBa, MeCT YCTaHOBKM, MapameTpoB M MOpAAKa HACTPOMKKM cpeacTs 3awwmTbl MHbOPMALUK,
nporpammHoro obecnevyeHmsa n TEXHUYECKUX CPEACTB;

npaBWA 3KCNAyaTaLMmM CUCTEMbI 3aLLMTbI MHPOPMaLMKM MHOOPMALMOHHOM CUCTEMBI.

15.3. Mpn MakeTMpoBaHUN U TECTUPOBAHUU CUCTEMbI 3aWMTbl MHGOPMALUUM MHPOPMALMOHHOMN
CUCTEMBI B TOM YUCJIE OCYLLEeCTBAALOTCA:

nposepKa paboTocnocobHOCTM U COBMECTMMOCTU BbIOPAHHbIX CPeACTB 3alnTbl MHGOPMaLUKM C
MHOOPMALNOHHBIMU TEXHONOTUAMM U TEXHUYECKMMU CPeacTBamu;

npoBepKa BbINOJHEHMA BbIOPAHHbIMM CPEeACTBAMM 3aLNUTbI MHGOPMaUUKN TPebOBaHUI K cucTeme
3aWmTbl MHGOPMaL MM MUHGOPMALNOHHOMN CUCTEMDI;

KOPPEKTMPOBKA MPOEKTHbIX PeLeHMI, pa3paboTaHHbIX NPU CO34aHUN MHPOPMALLMOHHOM CUCTEMDI
n (nn) cuctemol 3aLWmMTbl MHGOPMALUN MHOOPMALMOHHOM CUCTEMDI;

KOPPEKTUPOBKA MPOEKTHOM W  3KCNAyaTaUMOHHOM OOKYMEHTauMM Ha CUCTEMY  3alimThbl
nHPopMaunm MHGOPMALMOHHOMN CUCTEMDI.

MakeTnpoBaHue cuctemol 3aWmTbl MHGOPMaLMM MHOOPMALLMOHHOM CUCTEMBI U ee TeCTUPOBaHUe
MOXET MNpOBOAUTBCA B TOM YMCAE C MCMOAb30BaHWMEM CPeACTB W METOA0B  MOAENMPOBAHUA
MHGOPMALMNOHHbBIX CUCTEM W TEXHOOTUI BUPTYaMU3aLMK.

BHegpeHue cuctemMbl 3aLUnUTbl MHOPMaLMN MHPOPMALIMOHHOMN CUCTEMDI

16. BHeapeHue cuctembl 3awmTbl UMHOOPMALUKM MHPOPMALIMOHHOW CUCTEMbI OpPraHM3yeTcs
obnagarenem MHGOPMaL MK (3aKa3uMKoM).

BHeapeHue cuctembl 3awmtbl MHGOPMALMU MHPOPMALIMOHHOM CUCTEMbI OCYLLECTBAAETCA B
COOTBETCTBUM C MPOEKTHOM M 3IKCMYaTaLMOHHOW AOKYMEHTaLMel Ha cucTemy 3awwutbl MHGOpMaLmm
MHPOPMALNOHHON CUCTEMBI M B TOM YNC/IE BK/IOYAET:

YCTQHOBKY M HAacTPOMKY cpeacTs 3almTbl MHGOpMaLumm B MHGOPMALIMOHHON CUCTEME;

pa3paboTKy JOKYMEHTOB, ONpeAenatoLmxX Npasuia u npoueaypsl, peanmsyemole onepaTopom ans
obecneyeHma 3awmTbl UHGoOpMauun B MHOOPMALIMOHHOW CUCTEME B XOAe ee aKchnayaTauuu (panee -
OpraHn3aLMOHHO-pacnopaanTeNbHbIE AOKYMEHTbI NO 3almTe MHbopMaLmm);

BHeApPeHWe OpraHM3aLMOHHbIX Mep 3aLnTbl MHboPMaLLMK;

npeaBapuTesibHble UCMbITAHUA CUCTEMbI 3aLLMUTbl MHOPMaL MU MHOOPMALIMOHHOM CUCTEMDI;

OMbITHYIO 3KCN/IYaTaLMIO CUCTEMbI 3aLLUTbI UHPOPMaLUKN MHOOPMALMOHHOW CUCTEMDI;

aHanu3 yasBumocTelt MHPOPMALMOHHON CUCTEMBI U MPUHATUE MepP 3alMTbl MHbOPMALMK NO KX
yCTpaHeHwuo;

NpYeMoYHble UCNbITAaHWUA CUCTEMBI 3aLWKTbI MHGOPMALMKM MUHPOPMALMOHHOM CUCTEMDI.

K BHeapeHWO cucTeMbl 3aWuTbl MHOGOPMaUUM MHOOPMALIMOHHOM CUCTEMbI MpPUBJIEKAETCA
onepaTop WHPOPMALMOHHON CUCTEMbI B C/y4ae, eC/iM OH onpedeneH TaKoBblM B COOTBETCTBUM C
3aKoHogaTenbcTBOM Poccuiickon Pepepaunm K MOMEHTY BHeAPEHUA CUMCTEMbI 3almTbl MHPOPMaL UK
MHPOPMALMOHHOM CUCTEMBI U HE ABIAETCA 3aKa3YMKOM AaHHOW MHPOPMALIMOHHOM CUCTEMBI.

16.1. YcTaHOBKA M HacTpoOIKa cpeacTB 3awWwuTbl HGOPMaLMK B UHPOPMALIMOHHON CUCTEME 0/KHA
NPOBOAMTLCA B COOTBETCTBMM C SKCM/YaTaLMOHHOW AOKYMEHTaLMeh Ha cucTemy 3almTbl MHGOPMaLMK
MHPOPMALMOHHOM CUCTEMBI U JIOKYMEHTaLMeN Ha CpeacTBa 3alnTbl MHOPMaL MK,

16.2. PaspabaTtbiBaemble  OpraHW3aUMOHHO-pacnopAAUTENbHbIE  AOKYMEHTbl NO  3awuTe
MHPOPMaLMN JOMKHBI ONpeaenaTb NPasuaa U NpoLeaypbl:

ynpaBneHua (aAMUHUCTPUPOBAHMA) CUCTEMON 3aLLUTbI MHGOPMALIMM MHPOPMALLMOHHOM CUCTEMBI;

BbIAB/EHUA UHUMAEHTOB (04HOro COBLITUA UAWM rpynnbl COObITUI), KOTOPblE MOTYT MPUBECTU K
cboAm Mnn HapyweHuio GYHKLMOHMPOBAHUA MHOOPMALMOHHOM CUCTEMBI U (MAK) K BO3HUKHOBEHWUIO
yrpo3 6e3onacHoCcT nHGoOPMaLMK (fanee - UHLMAEHTbI), U pearnpoBaHMA Ha HUX;

ynpaBneHua KoHoburypaumei atrectoBaHHOM WMHOOPMALLMOHHOW CUCTEMBI M CUCTEMBI 3aLUUTDI
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nHpopmaumm MHGOPMaLNOHHOM CUCTEMDI;

KOHTpOAs (MOHMTOPWMHIA) 3a 0becneyeHnem ypoBHS 3aLUMLLEHHOCTU MHOPMaUUK, coaepKaLlleincs
B MHOOPMALNOHHOW CUCTEME;

3awmTbl MHGOPMaLUMM NpPU BbIBOAE M3 3KCNAyaTaUMM MHOOPMALMOHHOM CUCTEMBI MAM NOcCne
NPUHATUA peleHma 06 oKoHYaHUM 06pPaboTKM MHbOPMaLUHK.

16.3. MNMpw BHeAPEHUM OPraHU3aLMOHHbIX Mep 3aLMTbl MHGOPMaLMKN OCYLLLECTBAAIOTCA:

peanu3aums Npasua pasrpaHUYeHMA AOCTyNa, PernameHTUpYIoWMX MpaBa A0cCTyna cybbeKTos
[O0CTyna K obbeKkTam A0CTyna, U BBeAEHME OrpaHUYEHUI Ha AeNCTBUA MNo/b30BaTesiei, a TaKKe Ha
M3MEHEHME YCNOBUIN SKCNAyaTaLMKM, COCTaBa M KOHOUIYpaLMKM TEXHUYECKUX CPEACTB U NPOrPaMMHOro
obecneyeHus;

NpoBepKa MOJIHOTbI U AeTa/IbHOCTU ONUCAHUA B OPraHn3aLMOHHO-PacnopAaUTeNbHbIX LOKYMEHTaxX
no 3awmTte MHGopmMaL MM AeNCTBUIA NOAb30BaTENEN M aAMUHUCTPATOPOB NMHPOPMALLMOHHOM CUCTEMbI NO
peanu3aunmn opraHM3auMoHHbIX Mep 3alUUTbl UHGOPMaLUK;

OTpaboTKa AeNCTBUIA AOMKHOCTHBIX /UL, U NOAPA3AENEHNN, OTBETCTBEHHbIX 33 peasnsauuto mep
3awWwmTbl MHPOPMaLMK.

16.4. NMpepBapuTenbHble UCNBbITAHUA CUCTEMBI 3aLLMTbl MHOOPMALUUM MHGOPMALIMOHHOM CUCTEMDBI
nposoasatca ¢ ydyetom [OCT 34.603 "WMHdbopmaumoHHas TexHonormsa. Buabl  McnbITaHWUi
aBTOMaTM3MpOBaHHbIX cuctem" (manee - FTOCT 34.603) M BKAOYAKOT NPOBEPKY paboTocnocobHoCTU
cucTembl  3aWwnTbl  MHPoOpmMauMm WHOOPMALMOHHOM CUCTEMBI, @ TaKXKe MNPUHATUE pelleHuA o
BO3MOXHOCTM OMbITHOM 3KCMyaTauum CUCTEMBI 3aUTbl UHGOPMaLLMN MHPOPMALLMOHHOM CUCTEMDBI.

16.5. OnbiTHas 3KcnayaTauuMsas CUCTEMbI 3aWmTbl MHPOPMAUUM MHOOPMALMOHHOM CUCTEMBI
nposoautca ¢ ydetom [OCT 34.603 u BKAOYaeT NPOBEPKY PYHKUMOHMPOBAHMA CUCTEMbI 3aLUMTI
nHpopmauum MHGOPMALMOHHON CUCTEMbI, B TOM YUC/E PEASIM30BAHHbIX Mep 3awWmTbl MHGOPMaLUK, a
TaK¥Ke roTOBHOCTb NO/Ib30BaTENEN U AAMUHUCTPATOPOB K 3KCNAyaTaLUM CUCTEMBI 3aLLMTbl MHPOpPMaLMn
MHGOPMALNOHHOM CUCTEMBI.

16.6. AHanu3 yassmMmocTtei MHGOPMaLMOHHON CUCTEMbI MPOBOAMTCA B LLESIAX OLLEHKM BO3SMOXKHOCTH
NPeofoNneHns Hapywutenem CUCTEMbl 3awmTbl MHPopmMaLuMM UMHPOPMALMOHHOM CUCTEMBI U
npeaoTBpaLLeHNs peanmsaunm yrpos 6esonacHocT MHGOpMaLUU.

AHanus yazsumocten UHGOPMALLMOHHOM CUCTEMbI BKAKOYAET aHAIN3 YA3BUMOCTEN CPEACTB 3aLLUTbI
MHbOPMALMM, TEXHUYECKUX CPEACTB M NPOrpamMmHOro obecneyeHna MHGOPMALMOHHOM CUCTEMBI.

Mpu aHanuze yaszBUMoOCTEN MHPOPMALIMOHHON CUCTEMbI MPOBEPAETCA OTCYTCTBME M3BECTHbIX
YA3BMMOCTEN CpeacTB 3aWmnTbl MIHOOPMAUUKN, TEXHUYECKUX CPEACTB M NPOrpaMmHoro obecrneyeHus, B
TOM 4ucie C yd4eTom WHOOpPMALMK, UMetoWenca y pPa3paboTUMKOB M MONYYEHHON U3  [PYrux
06LLeA0CTYMHbIX UCTOYHMKOB, NMPaBUIbHOCTb YCTAHOBKM M HACTPOMKWU CPEACTB 3aWwuTbl MHGOPMaLMM,
TEXHUYECKMX CPEACTB M NMPOrpammMHOro obecnedyeHusn, a TakKe KOPPEKTHOCTb PaboTbl CPeacTB 3aWmThbl
MHbOPMALMKN NPU UX B3AUMOLENCTBUN C TEXHUYECKMMM CPeaCTBAaMM U MPOrpamMHbIM obecrnevyeHnem.

B cnyyae BbiABNEHMA yA3BUMOCTEN MHOOPMALMOHHOW CUCTEMbI, NPUBOAALLMX K BO3HUKHOBEHMIO
OOMNOJIHUTENbHBIX yrpo3  6He3onacHocTM MHPopmauMu, NPOBOAUTCA YTOYHEHME MOAEAN Yrpo3
6e30nacHOCTM MHPOPMALMM U NPU HEOBXOAMMOCTU MPUHUMAIOTCA AOMOHUTE/IbHbIE MEpPbl 3aLLMTbI
MHGOpMaUMKM, HanpaBieHHble HA YCTPAHEHWE BbIABAEHHbIX YA3BMMOCTEM WAW  UCKAOYatoWme
BO3MOXHOCTb MCMO/1Ib30BAHMA HAPYLUUTENEM BbIABAEHHbIX YA3BMMOCTEMN.

16.7. MpuemMoyHble WCMbITaHWUA CUCTEMbl 3alUMTbl MHOPMaLMU MHOOPMALMOHHON CUCTEMDI
nposoasTca ¢ yyetom FOCT 34.603 1 BKAOYAIOT NPOBEPKY BbINOAHEHUA TPEOOBaAHUM K cUCTEME 3aLUMThI
UHbOPMaLUN MHPOPMALLMOHHOW CUCTEMbI B COOTBETCTBMU C TEXHUYECKMM 33JaHMEM Ha Co3jaHue
MHPOPMALMOHHOM CUCTEMbI U (M) TEXHUYECKMM 3aZaHMeM (YacTHbIM TeXHWYECKMM 3agaHuem) Ha
co3faHue cucTeMbl 3aWnTbl MHGOPMALIMKM MHGOPMALMOHHOMN CUCTEMBI.

ATTecTauma MHPOPMaLMOHHOM CUCTEMbI U BBOJ, €€ B AeicTBUE

17. Attectaums MHOOPMALMOHHON cCUCTeMbl oOpraHusyeTca obnagatenem WHopmauum
(3aKa3umMKom) UM onepaTopomM M BK/KOYAET NpoBeaeHMEe KOMIMIEKCa OPraHU3aLMOHHbIX U TEXHUYECKUX
MeponpuATUIA (aTTeCTaLMOHHbIX UCMbITaHWI), B pe3ynbTaTe KOTOPbIX NOATBEP)KAAETCA COOTBETCTBUE
cucTembl 3aLmTbl MHGOPMALLMM MHPOPMALMOHHOM CUCTEMBI HacToAWMM TpeboBaHNAM.

17.1. B Ka4yecTBe UCXOAHbIX AaHHbIX, HEOBXOAUMBIX ANA aTTecTaunm MHGOPMaLMOHHON CUCTEMDI,
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MCNoAb3yloTCA MOAeNb Yyrpo3 6e3onacHOCTM MHPOpMaAUMK, aKT Knaccudbukaumum UHPOPMALMOHHOM
CUCTEMDbI, TEXHUYECKOE 3a4aHMe Ha Co34aHne MHGOPMALMOHHON CUCTEMbI U (UIN) TEXHUYECKOE 3aJaHne
(yacTHOe TexHM4yeckoe 3adaHWe) Ha co3faHuMe cUCTeMbl 3aWuTbl MHPOPMaLUMKU UHPOPMALIMOHHOM
CUCTEMDI, MPOEKTHAss W 3KCMNAyaTauMOHHAA [AOKYMEHTAUMA HA CcUCTeMy 3awuTbl WHbOpMaUmm
MHOOPMALUMOHHOM  CUCTEMbI,  OPraHU3aLMOHHO-pacnNopPAaUTENbHbIE  AOKYMEHTbl MO  3awuTe
nHbopmaumm, pesynbTaTbl aHanM3a yA3BMMOCTEM WHGPOPMAUMOHHOM  CUCTEMbI, MaTepuansbl
npeaBapuUTesibHbIX U MPUEMOYHbIX WUCMbITAaHUM cucTeMbl 3aWuTbl MHPOpMaUUM WHPOPMALMOHHOM
CUCTEMbI, A TaKKe MHble AOKYMEHTbI, pa3pabaTbiBaemMble B COOTBETCTBMM C HacToAWmMMM TpeboBaHUAMM.

17.2. Attectauma UMHGOPMALMOHHOM CUCTEMbI MPOBOAUTCA B COOTBETCTBUMM C NPOrpammoit u
MeTOAMKaMM aTTeCTalMOHHbIX UCMbITAaHUI A0 Havana 06paboTkM MHOpMaLMK, noaaexallen 3alwmTe B
MHPOPMALMOHHON cucteme. Jnsa npoBeaeHUs aTTecTaunmn MHGOPMALMOHHON CUCTEMbI NPUMEHADTCA
HaLMOHa/NbHble CTaHAAPTbI, @ TaKXe MeToAMYecKMe AOKYMEHTbl, pa3paboTaHHble U YyTBEPXKAEHHbIe
®CT3K Poccum B COOTBETCTBUM C MoanyHKTOM 4 nyHKTa 8 lMonoxeHus o PepepanbHon cay:kbe no
TEXHUYECKOMY M IKCMOPTHOMY KOHTPOJIIO, yTBEPKAEHHOro YKasom MpesngeHTta Poccuitckon ®epepaumm
ot 16 aBrycta 2004 r. N 1085.

Mo pe3ynbTaTam aTTECTAUMOHHBIX MWCMbITaHUA OPOPMIAIOTCA MNPOTOKO/bI  aTTECTALMOHHbIX
UCMbITAHUIN, 3aKNOYEHME O COOTBETCTBUM WMHPOPMALMOHHOM cucTembl TpeboBaHMAM O 3awmTe
nHboOpmMauumM M aTTectaT COOTBETCTBMA B C/Ayvyae MOJIOKMUTE/NbHbIX pPe3ynbTaToB aTTecTauyMOHHbIX
NCNbITaHWU.

17.3. [Hdonyckaetca atrectauya MHPOPMALMOHHON CUCTEMbI HA OCHOBE pe3y/bTaToB
aTTEeCTAUMOHHbIX  WUCMbITAHUMA  BblAeNeHHOro Habopa cermeHToB WMHGOPMALMOHHON CUCTEMBI,
peanusyowmx NosHy TeEXHONOMMIO0 06paboTkn MHPopmaumm.

B aTOM ciyyae pacnpocTpaHeHuMe aTTectaTta COOTBETCTBMA Ha Apyrue cermeHTbl MHPOpPMaLMOHHON
CUCTEMbI OCYLLECTBASAETCA MPU YCNOBUM WX COOTBETCTBMA CEerMeHTamM WMHPOPMALMOHHOM CUCTEMBI,
npoLweaLwnm aTTecTalMOHHbIE UCMbITaHUA.

CermeHT cuyMTaeTcA COOTBETCTBYIOLWMM CErMEHTY WHPOPMALMOHHOM CUCTEMbI, B OTHOLUEHWUU
KOTOporo 6binM NpoBeAeHbl aTTECTALMOHHbIE UCMbITAHWUA, ECIN A1A YKA3aHHbIX CErMEHTOB YCTaHOB/IEHbI
OLMHAKOBbIE KNACChbl 3aLLMLLEHHOCTH, Yrpo3bl 6e30nacHOCTU MHPOPMALLMK, PeaNN30BaHblI O4MHAKOBbIE
NPOEKTHbIE peLleHma No MHOOPMALMOHHOM CUCTEME U ee cUCTeMe 3aLMTbl MHGOPMaLUN.

CooTBeTCcTBME CErmMeHTa, Ha KOTOPbIM pPacnpoCTpPaHAeTCA aTTecTaT COOTBETCTBUA, CErMeHTy
MHPOPMALMOHHON CUCTEMbI, B OTHOLIEHUN KOTOPOro Obln NpoBeseHbl aTTeCTaLMOHHbIE UCMbITaHKS,
NoATBEPKOAETCA B XOAE MNPUEMOYHbBIX MWCMbITAaHUA WHOOPMALMOHHOM CUCTEMBI WU CErMEHTOB
MHPOPMALMOHHOM CUCTEMBI.

B cermeHTax MHPOPMALIMOHHOM CUCTEMBI, HA KOTOPbIE PAcNpPOCTPAHAETCA aTTecTaT COOTBETCTBUA,
onepatopom obecneumBaeTca CobAtOAEHME IKCMYATALMOHHOM AOKYMEHTALMM HA CUCTEMY 3aLLMTbI
nHbopmauum MHGOPMALMOHHON CUCTEMBI U OPraHM3aLMOHHO-PACNOPAANTE/IbHBIX LOKYMEHTOB NO
3awmTe MHGopmaLmu.

OcobeHHOCTN aTTecTaumMm MHPOPMALMOHHOM CUCTEMbI Ha OCHOBE Pe3y/IbTaTOB aTTeCTALMOHHbIX
UCMNbITAHUIN BblAeNEHHOTO Habopa ee CEermMeHTOB, a TaKXKe YC/NOBMA M MOPAAOK PAacnpoCTpPaHeHus
aTTecTaTa COOTBETCTBUA Ha Apyrue cermeHTbl MHPOPMALMOHHON CUCTEMbBI ONPESENAIOTCA B Nporpamme
N MEeTOAMKaX aTTECTALLMOHHbIX UCMbITAHWUI, 3aK/IIOYEHNN N aTTecTaTe COOTBETCTBUS.

17.4. MNosTopHaA atrectauma MHGOPMALMOHHON CUCTEMbI OCYLLECTBAAETCA B C/y4ae OKOHYaHUA
CPOKa AeNcTBMA aTTecTaTa COOTBETCTBMA WAWM MOBbIWEHUA Knacca 3alMLLEHHOCTU MHGOPMALMOHHOWM
cuctembl. Mpu yBeanyeHUn coctaBa yrpos 6€30MacHOCTM MHPOPMALUKM UAN U3SMEHEHUA MPOEKTHbIX
peLleHunii, peann3oBaHHbIX NPU CO34aHUN CUCTEMbI 3aLLMTbl MHOOPMALMKU MHPOPMALIMOHHOW CUCTEMDI,
NPoBOAATCA [AOMONHUTE/IbHbIE aTTeCTAUMOHHbIE WCMNbITAaHWA B pPaMKax [encTBytolero arrectaTa
COOTBETCTBUA.

17.5. Beog B peicteue WMHPOPMALMOHHOWM CUCTEMBI OCYLLECTBAAETCA B COOTBETCTBUU C
3aKoHoaaTenbcTBom Poccuiickont Pepepaumm 06 MHGOpMaLMK, MHOOPMALMOHHBIX TEXHOIOTUAX U O
3awmTe nHpopmaumm n ¢ yyuetom FOCT 34.601 1 npu HaANYMKM aTTecTaTa COOTBETCTBUA.

ObecneyeHune 3aWUTbI UHOOPMALIMK B XO4e IKCNyaTauumm
aTTeCTOBAHHOM MHPOPMALMOHHOM CUCTEMDI
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18. ObecneveHune 3aWwnTbl UHGOPMALUM B XO4€ IKCNAyaTaLUN aTTeCTOBAHHOM UHPOPMALMOHHOM
CUCTEMbI OCYLLECTBAAETCA OMepaToOpoOM B COOTBETCTBUM C IKCMJ/yaTaUMOHHOM AOKyMeHTauuein Ha
cucTemy 3awuTbl MHPOPMaLMM U OpraHM3aLMOHHO-PACNOPAANTENbHBIMU AOKYMEHTaMM MO 3aluTe
MHGOPMALMM U B TOM YUMC/IE BKIKOYAET:

ynpasneHue (aAMUHUCTPUPOBAHUE) CUCTEMOW 3aLLUTLI MHOPMaUUKN MHPOPMALIMOHHOM CUCTEMDI;

BblfIBIEHNE MHUNAEHTOB U PearnpoBaHMe Ha HUX;

ynpasieHue KoHUrypaumen aTtecToBaHHOM MHGOPMALMOHHOM CUCTEMbBI U €€ CUCTEMbI 3aLLMTbI
nHbopmaumu;

KOHTPO/b (MOHUTOPMHT) 32 obecrneyeHnem YPOBHA 3alLMLLEHHOCTU MHbOPMaLUK, coaepKallenca
B MHOOPMALMNOHHOM CUCTEME.

18.1. B xope ynpasneHus (agMWUHUCTPUPOBAHMA) CUCTEMOM  3awmTbl  MHOpPMaLMK
MHPOPMALNOHHOMN CUCTEMbI OCYLLLECTBAAIOTCA:

3aBefleHMe W yJaNeHWe Yy4yeTHbIX 3anuceilt Mnosb3oBaTesield, YnpaBAeHWE MNOJHOMOYUAMM
nosb3oBatesied MHPOPMALMOHHOM CUCTEMBI UM MNOAAEPKAHWE MPABUMA pasrpPaHUMYEHMA [0CTyna B
MHPOPMALNOHHON CUCTEME;

yrnpasaeHue cpeacTtBamu 3aWwuTbl UHGOPMaAUMK B MHPOPMALMOHHOW CUCTEME, B TOM YMUC/e
napameTpamm HACTPOMKMU NPOrpaMMHOro obecneyeHus, BKAOYasA NporpammHoe obecneyeHne cpeacTs
3aWmTbl  MHOOPMALMK, YMNpaBAEeHWE YYETHbIMM  3aNUCAMM  NO/b30BATENIE, BOCCTAHOB/IEHME
paboTocnocobHOCTM CPeACTB 3aWmnTbl MHPOPMaLMK, FeHepPaL MO, CMEHY M BOCCTAaHOB/IEHUE Naponen;

yCTaHOBKa OOHOB/MEHMI NpOrpamMmMHOro obecneyeHus, BKAKOYAA MNpPOrpammHoe obecneyeHue
CPeACTB 3alnTbl MHPOPMALMK, BbIMyCKaeMbIX pa3paboTumkamm (Npom3BoaAUTENAMM) CPEACTB 3aLUUTDI
MHGOPMALMM UK MO UX NOPYYEHWIO;

LeHTpaNn30BaHHOE ynpaB/ieHUe CUCTEMOW 3almTbl MHPopMaLMU MHPOPMALMOHHON CUCTEMDI
(npu HeobxogMmocTH);

perucTpauma u aHaamns cobbiTuii B UHGOPMaLMOHHOM CUCTEME, CBA3AHHbIX C 3aLUMTON MHbOpMaLUn
(manee - cobbiTMA Be3onacHocTK);

MHpopmmpoBaHMe nosib3oBaTesnier 06 yrposax 6esonacHocTM MHPOpMaUMKM, O MpaBUAax
3KcnyaTauMm CUCTeMbl 3awmTbl MHPopmMaLmm MHPOPMALMOHHON CUCTEMbI U OTAENbHbLIX CPeacTB
3aWmTbl MHPOPMaLMK, a TaKKe UX 0byyYeHue;

conpoBoXaeHne GyHKLMOHMPOBAHUA CUCTEMBI 3aLLUTbI MHPOPMaL MM MHOOPMALMOHHOM CUCTEMDI
B XO4Ee €e 3KCM/yaTauuu, BKIOYas KOPPEKTUPOBKY IKCMIYaTAUMOHHOW AOKYMEHTAUMW Ha Hee M
OpraHM3aLMOHHO-PaCcNopPAaUTENbHbIX JOKYMEHTOB MO 3aLnUTe MHGOPMaLMK;

18.2. B xoae BbIABNEHNA NHUNAEHTOB W PEarMpoBaHUs Ha HUX OCYLLLECTBNAOTCA:

onpeaeneHune AnL, OTBETCTBEHHbIX 3@ BblfiBJEHME MHLMAEHTOB U pearnpoBaHne Ha HUX;

ObHapyKeHne U MAeHTUPUKALMA UHUUOEHTOB, B TOM 4YMciae OTKa3oB B 06cCay:KmBaHMW, cboes
(nepesarpy3ok) B paboTe TeXHUYECKMX CPencTB, MPOrPaMMHOro obecneyeHWsa W CPeacT8 3alMTbl
MHbOPMALMKN, HAPYLIEHMIM NPaBMA Pa3rpaHMYeHMa A0CTyNa, HEMnpaBOMEPHbIX AeWUCTBUI Mo cbopy
MHbOPMaUUKN, BHELPEHUA BPEAOHOCHbIX KOMMbIOTEPHbLIX MPOrpPamm (BMPYCOB) M MHbIX COObITUIA,
NPUBOAALLMX K BOSHUKHOBEHMUIO MHLMAEHTOB;

CBOEBpPEMEHHOE WHPOPMMPOBAHME /UL, OTBETCTBEHHbLIX 33 BbIABNEHWE WHLUMAEHTOB MU
pearMpoBaHMe Ha HWUX, O BO3HUKHOBEHUWN MHUMAEHTOB B MHPOPMALMOHHON cMCTEME NO/1Ib30BaTENSIMU U
aAMUHUCTPaTOpamMu;

aHa/ M3 MHUWAOEHTOB, B TOM 4uCae onpeaefneHne MUCTOYHMKOB M NPUYMH BO3HUKHOBEHWA
WHUMAEHTOB, a TaK}Ke OLLeHKa UX NOCNeACTBUN;

NAaHUPOBAHME U MPUHATUE MEP MO YCTPAHEHUIO UHUNAEHTOB, B TOM YMCae MO BOCCTAHOB/EHMUIO
MHPOPMALMOHHON CUCTEMbI M ee CEerMEeHTOB B Cly4yae OTKasza B obcnyxuBaHum man nocne cboes,
YCTPaHEHMIO NOCNeACTBUN HAPYLLEHMA NPaBUA pasrpaHUyeHma A0CTyNa, HeNpPaBoOMEpPHbIX AEACTBUIM NO
cbopy MHbOpPMALMKM, BHEAPEHUS BPELOHOCHbIX KOMMbIOTEPHbLIX NPOrPamm (BMPYCOB) M UHbIX COBbLITUN,
NPUBOAALLNX K BO3HUKHOBEHUIO MHLMAEHTOB;

NAaHUPOBAHME U NPUHATUE MEP MO NPeLOTBPALLEHMIO MOBTOPHOIO BO3HUKHOBEHWA NHUNAEHTOB.

18.3. B xoge ynpaBneHua KoHodurypaumen atrecToBaHHOM WMHPOPMALMOHHOM CUCTEMbI U ee
CUCTEMDbI 3aLLNUTbI MHGOPMALMM OCYLLECTBAAIOTCA:

nogaep’kaHne KoHurypauym MHGOPMaLMOHHON CUCTEMDBI U ee CUCTEMBbI 3aLMTbl MHPopmaLmm
(CTpYKTypbI cucTeMbI 3aWwmTbl MHPOPMALMM MHPOPMALMOHHOM CUCTEMDI, COCTaBa, MECT YCTaHOBKM U



napameTpPoB HACTPOMKM CpPeacTB 3almTbl MHGOPMALUUKM, MPOrPamMMHOro obecneyeHns U TEXHUYECKMX
CpeAcTB) B COOTBETCTBMM C 3KCMAyaTaLMOHHOM OOKYMEHTaUMen Ha cuctemy 3almTbl MHGOpMaumu
(noppepkaHve 6as3oBoit  KOHOUrypaumm WMHGOPMALMOHHOW CUCTEMbI U €€ CUCTEMbl 3alLMThI
MHbopMmaunn);

onpeneneHne auL, KOTOPbIM paspelleHbl AEeUCTBUA MO BHECEHWUID M3MeHeHMNn B 6as3oBylo
KOHUrypauunto MHGOPMaLMOHHOM CUCTEMbI U €€ CUCTEMBbI 3aLUNTbI MHPOPMALMK;

ynpaBieHne U3MeHeHMAMMU 6a30BoIN KOHOUIrypaumm MHGOPMALUMOHHOW CUCTEMBI U €e CUCTEMDI
3alWnTbl  MHPOPMaUMK, B TOM YMC/e OnNpeaesieHne TUMNOB BO3MOMHbIX M3MeHeHU 6as3oBow
KOHUrypaumm MHGOPMALUMOHHOMN CUCTEMBI U €e CUCTEMbI 3aWmTbl MHPOPMALMU, CAHKLMOHNUPOBAHME
BHECEHUA M3MeHEHUI B 6a30BYI0 KOHPUIypauuto MHPOPMALLMOHHOM CUCTEMbI U €e CUCTEMbI 3aLUUTDI
MHbOPMALUKN, OOKYMEHTUPOBAHME AEWUCTBUI MO BHECEHWUIO M3MeHeHU B 6a30BYyt0 KOHUrypaumio
MHPOPMALNOHHOMN CUCTEMBI U €e CUCTEMBI 3aLLUTbl MHGOPMALLMK, COXPAaHEHWNE AaHHbIX 06 U3MEHEHUAX
6a30BOWM KOHOUTYpaLMM UHPOPMALMOHHON CUCTEMbI U €e CUCTEMbI 3aLLMTbl MHPOPMALUN, KOHTPONb
OEeWCTBUIA NO BHECEHUIO M3MEHEHWM B 6a30BYyt0 KOHPUrypauuto MHGOPMALMOHHOM CUCTEMBI U ee
CUCTEMDbI 3aLLNUTbI MHGOPMaLUK;

aHa/N3 MNOTEHUMANbHOIro BO3AEWCTBMA MAAHUMPYEMbIX M3MEHEHWn B 6a30BOM KoHMrypauum
MHPOPMALMOHHOMN CUCTEMBI M €€ CUCTEMbI 3aLLMTbl MHPOPMaLMK Ha obecrnedeHme 3alwmTbl MHGOPMaLMM,
BO3HWMKHOBEHME AOMONHUTENbHbIX Yyrpo3 6e3onacHocTM  WHPopmaumm u  paboTocnocobHoCTb
MHPOPMALNOHHOM CUCTEMDI;

onpeaeneHne napameTpPoB HACTPOMKM MPOrPamMMHOro obecrneyeHus, BKAKOYAA MPOrpamMmmHoe
obecneyeHne cpeacTs 3awmTbl MHPOPMALMKM, COCTABA U KOHOUIypauuum TEXHUYECKUX CPeacts WU
nporpammHoro obecneyeHns A0 BHECEHMA M3MeHEHUN B 6a30BYHO KOHPUTrypauuto MHGOPMALLMOHHOM
CUCTEMBI M €€ CUCTEMBI 3aLWMUTbI MHOPMALLUWY;

BHeceHve MHpopmMaunn (JaHHbIX) 06 U3MeHeHuax B 6a3oBol KoHbUrypaumm MHGopmaLMOHHOM
CUCTEMbBI M €€ CUCTEMbI 3aLLNTbI MHPOPMALMK B IKCMYaTaLMOHHYHO LOKYMEHTALMIO Ha CUCTEMY 3aLLMUTDI
nHbopmMaUnm MHGOPMALMOHHOM CUCTEMDI;

NPUHATME pPeLleHMA MO pesy/abTaTaM YMpaBaeHUs KOHUrypaumen o MNOBTOPHOM aTTecTauuu
MHGOPMALNOHHOW CUCTEMBI UM NPOBEAEHUN AOMNOAHUTENbHbIX aTTECTALMOHHbBIX UCMbITAHWUIA.

18.4. B xo4e KOHTponA (MOHUTOPWHra) 3a obecneyeHnem ypoBHSA 3aLMLLEHHOCTU MHPOpMaLUK,
copepKalencs B UHGOPMALNOHHOM CUCTEME, OCYLLECTBASAIOTCS:

KOHTPOMb 33 cobblTUAMM 6e30nacHOCTM M AEUCTBUAMM NONb3oBaTeNeln B MHPOPMALMOHHOWM
cucteme;

KOHTPO/b (aHaNN3) 3aWMLLEHHOCTU MHPOPMALLMK, coaepKallenca B MUHGOPMALMOHHON CUCTEME;

aHaAM3 N oOuUeHKa (YHKUMOHMPOBAHMA CUCTEMbI 3alMTbl MHPOpMALMM MHPOPMALNOHHON
CUCTEMDbI, BK/OYAA BbIABNEHWE, aHANN3 U YCTPaHEHWE HeaoCTaTKoB B QYHKLUMOHMPOBAHUM CUCTEMBI
3alWNUTbI MHPOPMALMN MHGOPMALLMOHHON CUCTEMDbI;

nepuoamMYecknii aHanM3 M3MeHeHusa yrpo3 6esonacHoct MHopmaumm B MHPOPMALMOHHOM
cUcTeMe, BO3HMKAIOLWMX B XOA4E €e 3KCMAyaTauuu, U NpUHATME Mep 3aWwuTbl MHPOpmaumMm B caydae
BO3HWMKHOBEHMSA HOBbIX Yrpo3 6e30MacHOCTM MHbOPMaLUuy;

AOKYMEHTMPOBaHMeE Npoueayp M pe3ybTaToB KOHTPOAS (MOHUTOPUHIa) 3a obecneyeHneMm YPOBHS
3aLlWMLEHHOCTM MHPOPMaLMK, cogepKalenca B UHGOPMALLMOHHOM cucteme;

NPUHATUE pPEeLUeHWUA MO pPes3y/ibTaTam KOHTPoAs (MOHMTOPWHra) 3a obecneyeHMem YpPOBHSA
3alMLEHHOCTM MHOOpMmauMM o fopaboTke (MoaepHM3auMM) CUCTEMBI 3aWMUTbl MHGOPMALMM
MHPOPMALMOHHON CUCTeMbI, MOBTOPHOM aTTecTaumMm MHOOPMALMOHHOM CUCTEMbI MAW MPOBELEHUU
AOMNOIHUTENbHBIX AaTTECTALMOHHbBIX UCMbITAaHWUA.

ObecneyeHue 3awWmTbl MHGOPMALMM MPU BbIBOLE M3 IKCMIyaTaLum
aTTeCTOBaHHOM MHPOPMALLMOHHOMN CUCTEMBI AN MOC/IE NPUHATUSA
peleHns 06 oOKoHYaHMM 06PabOTKN MHPOpPMaLLUK

19. Ob6ecneyeHune 3alWMTbl MHPOPMALMM NPW BbIBOAE U3 3KCMAyaTauMM aTTecTOBaHHOM
MHPOPMALMOHHOM CUCTEMBI MM MOCAE MPUHATUA pelleHna 06 OKOHYaHMKM 06paboTkM MHOopMaLUK
OCYLLECTBNAETCA ONepaToOPOM B COOTBETCTBUM C IKCM/yaTaLlMOHHOW AOKYMEHTaLUMEN Ha CUCTEMY 3aLLMTbI
NHpopMaumn MHGOPMALMOHHON CUCTEMbI M OPraHM3aLMOHHO-PACNOPAANUTENbHBIMWU AOKYMEHTaMM MO



3awWwmTe MHPOPMALLUKN 1N B TOM YMCIE BKIOYAET:

apxXMBMpOBaHMe MHPOpPMaALUK, coaepKallerca B UHGOPMALMOHHOM CUCTEME;

YHUYTOXEHME (CTUpaHWEe) f[aHHbIX WM OCTaTOYHOW MHPOPMALUMM C MaALIMHHbIX HOCUTeNel
MHbOPMALMK U (MNIN) YHUUTONXKEHME MALLMHHBIX HOCUTeNel MHbOopMaLUU.

19.1. ApxuBupoBaHMe MHPOpMaLMK, cofdepKalleica B MHPOPMALMOHHOM cucTeme, A0NKHO
OCYLLECTBAATLCA MPU HEeobXOAMMOCTM AasibHeMWero UCnosib3oBaHMAa MHGOPMAUMM B AEATEe/IbHOCTU
onepaTopa.

19.2. YHWMuTOXEHME (CTMpaHMEe) AaHHbIX U OCTAaTOMHON MHGOOPMALMM C MAWMHHBIX HOCUTeNel
MHGOpPMaLMM MPOU3BOAUTCA MPU HEOBXOAMMOCTM Mepesadyn MALMHHOIO HocuTena WHbopmMauuu
Apyromy nosb3osatento MHGOPMALMOHHON CUCTEMbBI AWM B CTOPOHHWE OpraHuM3auMm OAA PEeMOHTa,
TEXHUYECKOIO 0BCNYKMBAHUA UM JANIbHENLLETO YHUUTOXKEHUA.

Mpw BbIBOAE M3 3KCMNYATALMU MALIMHHBIX HOCUTenen MHGoOpMaL MM, Ha KOTOPbIX OCYLLECTBAANMNCD
XpaHeHMe u obpaboTKa MHOpMaLMK, ocywecTBafeTca GU3MYECKOE YHUUTOMKEHME STUX MaLUMHHbIX
HocuTenen nHdopmamu.

[ll. ToeboBaHMA K Mepam 3aWwmMTbl MHPOPMALMK, coaepKaLLenca
B MHPOPMALMOHHOM cucTeMe

20. OpraHu3auMoHHblE W TEXHWYEeCcKMe Mmepbl 3awuTbl WMHPOpmaLMK, peanusyemble B
MHPOPMALMOHHON CUCTEME B PaMKax €e CUCTeMbl 3aluTbl MHOPMAUUKM, B 3aBUCMMOCTU OT Yrpos
6e30MacHOCTM  MHbOPMAUMK,  WUCMONb3yeMbIX MHOOPMALMOHHbLIX TEXHOJIOTUIA U CTPYKTYPHO-
dYHKLMOHANbHbIX XapaKTEPUCTUK MHPOPMALMOHHOM CUCTEMBI JONKHbI 06ecneynBaTb:

MAEHTUDMKAUMIO U ayTEHTUPUKALMIO CyOBEKTOB A0CTyNa U 06bEKTOB AOCTYNa;

yrpaB/ieHVe [O0CTYNOM CyObeKToB J0CTyNna K 06bekTam A0CTYNa;

orpaHuMyeHue NPorpammMmHoN cpeapi;

3aLWMTY MaLLIMHHbIX HOCUTENen MHbopmaLmu;

perucTpauuio cobbiTuii besonacHocTy;

aHTUBMPYCHYIO 3aLLMTY;

obHapyKeHue (NpenoTBpaLLeHne) BTOPKEHUN;

KOHTPO/b (aHaNM3) 3aWMLLEHHOCTM MHPOPMaLLUK;

LEeNOoCTHOCTb MHGOPMALMOHHOM cucTeMbl U UHGOPMALMK;

AOCTYNHOCTb MHPOPMALLUK;

3aLUTY cpeabl BUPTYanm3aumm;

3aLUUTY TEXHUYECKUX CPEACTB;

3aWNUTY MUHGOPMALLMOHHOM CUCTEMbI, €€ CPEACTB, CUCTEM CBA3U U Nepeaayn AaHHbIX.

CoctaB mep 3awWmMTbl MHOOPMauuM U ux 6as3oBble HAabOpbl A/1A COOTBETCTBYHOLIMX K/AaccoB
3aWMLLLEHHOCTN MHPOPMALIMOHHBIX CUCTEM NpUBeaeHbI B NpuaoxkeHun N 2 K HacToawmum TpeboBaHUAM.

20.1. Mepbl N0 MAEHTUOUKAUMM U ayTEHTUOUKALMN CYOBEKTOB AOCTyNa M Ob6BLEKTOB [0CTyna
OO/KHbI  obecneymBaTb MNpuUcBOoeHME cybbeKTam M ob6bekTamM AOCTyna YHMKaNbHOTO MpU3HaKa
(naeHTMdMKATOpPA), cpaBHEHME NpeabABAseMOro cybbektom (06beKkTom) Aaoctyna uaeHtTudmKkaTopa C
nepeYyHem NPUCBOEHHbIX UOEHTUDUKATOPOB, a TaKKe NPOBEPKY NPUHAANEKHOCTU CYObEKTY (06BbEKTY)
A0CTYNa NpegbsaBNEeHHOTo UM uaeHTUdMKaTopa (NoaTBepKAEHME NOAJMHHOCTH).

20.2. Mepbl No ynpaBnAeHUIO AOCTYNOM CyObeKToB A0CTyna K 06beKkTam A0CTyna AOJ/IKHbI
obecneunBaTb ynpasaeHue NpaBaMu W NPUBUAETUAMM CYOBEKTOB AOCTYyMNa, pasrpaHUYeHne AocTyna
CyObEKTOB A0CTYNa K 06beKTam A0CTyNa Ha OCHOBE COBOKYMHOCTU YCTAHOB/IEHHbIX B MHOOPMALMOHHOM
cucTeme NpaBwuAa pasrpaHUYeHna A0CTYNa, a TakKe obecneynsBaTb KOHTPOb COBNIOAEHUA TUX NPABUA.

20.3. Mepbl N0 OrpaHMYEHMI0 NPOrPaMMHON cpeabl AO0/KHbI 0becneymBaTb YCTaHOBKY M (Mu)
3aMNyCK TO/MIbKO pPa3pelleHHOro K MCNo/b30BaHUIO B MHOOPMALMOHHON cUCTEME MPOrpamMMHOro
obecneyeHms UM UCKIOYATb BOSMOYKHOCTb YCTAHOBKM U (M) 3aMyCcKa 3anpeLLeHHOro K UCMo/1b30BaHMIo
B UHPOPMALMOHHOM CUCTEME NPOrpaMmmMHOro obecrneyeHus.

20.4. Mepbl Mo 3aWUTe MaLLUUHHbBIX HOCUTenel nHbopmaunmn (cpeacTsa ob6paboTkM (XpaHeHus)
MHbOPMALMKN, CbEMHbIE MALUMHHbIE HOCUTENN WHPOPMALMKM) [OMKHBI MCKAOYATb BO3MOMHOCTb
HECaHKLUMOHNPOBAHHOIO A0CTYMNa K MalUMHHbIM HOCUTENAM U XPaHALLENCca Ha HUX MHGOPMaL MK, a TaKKe
HEeCaHKLUMOHNPOBAHHOE NCMNO/b30BAHME CbEMHbIX MALLMHHbBIX HOCUTEeNnen MHGOpMaL K.



20.5. Mepbl no peructpaumm cobbiTMii HGe3onacHOCTM AO0MXHbI obecneymBatb cbop, 3anuce,
XpaHeHne 1 3aWwmTy MHPopmaumm o cobblTusax 6e3onacHOCTU B MHOOPMALMOHHOM cUCTEME, a TaKXKe
BO3MOXHOCTb MPOCMOTPA U aHAIM3a MHPOPMALLMM O TaKMUX CODBITUAX U pearMpoBaHMe Ha HUX.

20.6. Mepbl N0 aHTUBUPYCHOW 3allMTe A0/IXKHbI 0becrneynBaTb 0bHapyKeHne B UHGOPMaLMOHHOM
CUCTEME KOMMbIOTEPHbIX MPOrpaMmm NGO MHOM KOMMNbIOTEPHOM MHbOPMaLMKN, NpeaHa3HaYeHHOW Ans
HECAaHKUMOHMPOBAHHOIO YHMUYTOXEHUA, BAOKMpPOBaHMA, MoaMPUKALMM, KOMMPOBAHMA KOMMNbIOTEPHOM
nHpopmauum UAN HEUTpanusauuMm CpeactB 3almTbl MHGOPMALMKM, a TaKKe pearnpoBaHMe Ha
obHapyXeHne 3TUX Nporpamm 1 MHGopmauuu.

20.7. Mepbl no o0b6HapyXeHWto (NpPeaoTBPALLEHUI0) BTOPMKEHUIM [AONXKHbI 0becrneymBaTtb
obHapyXeHue AOenctBun B WHPOPMAUMOHHOM CcUCTEeME, Hanpas/ieHHbIX Ha npeaHamepeHHbIN
HECaHKUMOHMPOBaHHbIA A0CTYN K WMHbOpMauuK, cneumnanbHble BO3A4ENCTBMA Ha MHPOPMALMOHHYHO
cuctemy n (Mnm) MHPopmaLmio B LENAX ee A06bIBAHUA, YHUUTOXKEHMUA, UCKAXKEHUs U BAOKMPOBaHUA
[0CTyNa K UHPOPMaLLMK, a TaKKe pearnpoBaHMe Ha 3TU AEeNCTBUA.

20.8. Mepbl MO KOHTpoOAO (aHanu3sy) 3awWMWeHHOCTU WMHbOopMaUMK AOJKHbI obecneynBaTb
KOHTPO/Ib YPOBHSA 3alUMLLEHHOCTU MHOPMaUUKM, cogepKalencs B MHPOPMaLIMOHHON cucteme, nytem
npoBeaeHMA MeponpUATUIN NO aHaAN3Y 3aWMLLEHHOCTM MHPOPMALMOHHOM CUCTEMBI U TECTUPOBAHMUIO ee
CUCTEMbI 3aWMTbl UHGOPMaLUMK.

20.9. Mepbl No obecneyeHunto LeNOCTHOCTU MHPOPMALMOHHON CUCTEMBI U MHDOPMALIMKN AOKHbI
obecneunBaTb  Ob6Hapy)KeHMe  GaKTOB  HECAHKUMOHMPOBAHHOrO  HapyleHMA  LeNOCTHOCTU
MHPOPMALUMOHHOM CUCTEMbI UM cogeprKalenca B Heln UMHPOpPMAUMM, a TaKKe BO3MOXKHOCTb
BOCCTAaHOB/IEHMA NHDOPMALLMOHHOM CUCTEMbBI U coaeprKaLLelica B Hel MHGopmauuu.

20.10. Mepbl no obecneyeHUto AOCTYMHOCTM MHPOPMALMM  OO0MKHbI  obecneymBaTb
aBTOPU30BAHHbLIN [OCTYN MONb30BATENEN, MMEKLWMX MpaBa MO TakKoOMy AOCTyny, K WHbopmaumuy,
cogepawenca B  MHPOPMAUMOHHOM cucTeme, B  WTATHOM  pexume  GYHKUMOHMPOBAHMA
MHGOPMALNOHHOM CUCTEMBI.

20.11. Mepbl no 3awWwuTe cpedpl BUPTyanusauMm AOJIXKHbI MUCKAKOYaTb HECAHKLMOHMPOBAHHbIN
[octyn K uHpopmauum, obpabatbiBaemolr B BUPTyasibHOM MWHPPACTPYKTYPE, M K KOMMOHEHTam
BMPTYaNbHOM MHOPACTPYKTYPbI, @ TaKKe BO34eNCTBME Ha MHPOPMALMIO U KOMNOHEHTbI, B TOM YnUCAe K
CpeacTBam  ynpaBnAeHMA  BUPTYa/SbHOM  MHQPACTPYKTYPOW, MOHWUTOPY  BUPTYaNbHbIX  MALUMUH
(rvnepBu3opy), cucTemMe XpaHeEHMA JaHHbIX (BKAOYas CUCTEMY XpaHeHMA 06pa3oB BUPTYasbHOM
MHOPACTPYKTYpbl), CeTU nepefauyn [AaHHbIX Yepe3 3/NEMEHTbl BUPTyanbHOW WK  dU3MYECKON
MHOPACTPYKTYPbl, FOCTEBbIM OMNEPALUOHHLIM CUCTEMAM, BUPTYasbHbIM MallMHaMm (KOHTelHepam),
cUcCTEME M CeTU pPenauKauunm, TEPMWUHANbHbIM W BUPTYasibHbIM YCTPOMCTBAM, a TaKXKe cucTeme
pe3epBHOro KOMMPOBAHWSA M CO34aBAaEMbIM €10 KOMUAM.

20.12. Mepbl N0 3aLLUTE TEXHUYECKUX CPeACTB A0MKHbI MCKNOYATb HECAaHKLUMOHNUPOBAHHbIM AOCTYN
K CTAUMOHapHbIM TeXHUYECKMM cpeacTtBam, obpabaTtbiBalolWmMM  MHPOpMaLMIO, CpeacTBam,
obecneunBatoWwnm PpyHKLMOHMPOBaAHUE MHPOPMALIMOHHOM cucTembl (Oanee - cpeacTsa obecneyeHus
dYHKUMOHNPOBAHMA), U B MOMELLLEHNA, B KOTOPbIX OHN MOCTOAHHO PACNONOMXKEHbI, 3aLLMUTY TEXHUYECKUX
CPEeACTB OT BHELWHWX BO3AENCTBMM, a TaKXKe 3aWuty WHOOpMauuKM, nNpeacTaBNeHHON B BuAe
MHPOPMATMBHbBIX INEKTPUUYECKUX CUTHANOB N PU3MYECKMX NONEN.

20.13. Mepbl no 3awmte MHGOPMALMOHHOW CUCTEMbI, €e CPeacTB, CUCTEM CBA3U U Nepenayu
OaHHbIX A0/KHbI 06ecrneymBaTh 3aLWLUTY MHPOPMALIMKM NPU B3aUMOLAENCTBMMN MHGOPMALMOHHOM CUCTEMDI
WA ee OTAEeNbHbIX CEermMeHTOB C WHbIMU WMHOOPMALMOHHBIMU cUCTEMAMM U MHPOPMALMOHHO-
TENIEKOMMYHUKAUMOHHBIMU  CETAMW NOCPEACTBOM MPUMEHEHMUA apXUTEKTYpbl MHPOPMaLMOHHOM
CUCTEMbI, MPOEKTHbIX PELUEHUI NO ee cucTeme 3almTbl MHGOPMaUMKM, HanpaBaeHHbIX HA obecneyeHne
3aWmTbl MHPOPMaLMK.

21. Bbibop mep 3awuTbl MHGOPMALUM AN UX peanm3aumnm B MHPOPMaLMOHHON cucTeMe B PamKax
ee CUCTeMbl 3aWunTbl MHOOPMALMM BKAKOYAET:

onpegeneHne 6asoBoro Habopa Mep 3awuUTbl MHPOPMALMKM ONA YCTAHOBNAEHHOro Knacca
3alMLUEHHOCTY WMHGPOPMALIMOHHOM CUCTEMbI B COOTBETCTBMWM C 6a30BbiMM Habopamm Mep 3alluTbl
nHbopmauum, npuseaeHHbIMKN B NpuaokeHnn N 2 K HacToalwmm TpeboBaHuam;

apgantaumio 6asoBoro Habopa mep 3aWUTbl MHPOPMaLMUU MNPUMEHUTENBHO K CTPYKTYPHO-
PYHKUMOHANBbHbIM XapaKTePUCTUKaM WMHPOPMALMOHHOM cUCTEMbI, MHOOPMALMOHHbBIM TEXHONIOTUAM,
0Ccob6eHHOCTAM (YHKLMOHUPOBAHUA UHPOPMALMOHHON cUCTEMBI (B TOM UYMcie NpeaycMaTpUBatoLLyto



UCKAtoYeHne M3 6a3oBoro Habopa mep 3aWMTbl MHPOPMALUM Mep, HEMOCPEACTBEHHO CBA3AHHbIX C
MHPOPMALMOHHBIMUN TEXHOIOTUAMM, HE UCMONb3YEMbIMU B UHPOPMALMOHHOM CUCTEME, UNU CTPYKTYPHO-
OYHKLUMOHANbHBIMU XapaKTepPUCTUKaMU, HE CBOMCTBEHHbIMM MHGOPMALMOHHOW cucTeme);

yTOYHEeHWe afanTMpoBaHHOro 6as3oBoro Habopa mep 3awuTbl MHPOPMAUUM C Yy4EeTOM He
BblOpaHHbIX paHee mep 3aWwmTbl MHOOPMALUKM, NMPUBELAEHHbIX B MNpuaoxeHun N 2 K HacToALWMM
TpeboBaHMAM, B pe3y/abTaTe 4Yero ONpPeaenAtTcA Mepbl 3alWmTbl MHPopmaumn, obecneumsatowme
610KMpoBaHME (HeMTpaM3aLmio) BCex yrpo3 6e3onacHoCTU MHPOPMALLIMK, BKIOYEHHBIX B MOAE/b YrPo3
6e3onacHOCTN MHPOpMaLMK;

OOMNO/IHEHWE YTOYHEHHOrO aganTMPoOBaHHOro 6asoBoro Habopa Mmep 3awmTbl MHGOPMaUMK
mepammu, obecneumBatoWMMN BbINOSHEHME TpeboBaHWI O 3awWwmTe MHPOPMALMK, YCTAaHOBAEHHbIMMU
WMHbIMWU HOPMATUBHbIMM MPABOBLIMW aKTammM B 061acTU 3aWmTbl MHGOPMaLMK, B TOM Ynciae B 061acTu
3aLWMTbl MePCOHANbHbIX AAHHbIX.

Ona Bblbopa mep 3aWmTbl MHPOPMAUMM ANA COOTBETCTBYHOLLErO Kaacca 3alUMLLEHHOCTU
WHGOPMALMOHHON  CUCTEMbI  MPUMEHAIOTCA  METOAMYECKME  OOKYMEHTbl, paspaboTaHHble U
yTBepaeHHble PCTIK Poccum B cOOTBETCTBMM € NoanyHKTOM 4 nyHKTa 8 MNonoxkeHus o PenepanbHoi
cny»be no TeEXHUYECKOMY M SKCMOPTHOMY KOHTPOJILO, yTBEPKAEHHOTO YKasom MpesnaeHTa Poccuninckoi
depepaunn ot 16 asrycta 2004 r. N 1085.

22. B IHGOPMALMOHHOM CUCTEME COOTBETCTBYIOLLLENO KNacca 3aLMLLEHHOCTN B PaMKax ee CUCTEMb
3aWMUTbl UHOOPMAUMKN [AONKHbI OblTb Peannu3oBaHbl Mepbl 3aWmTbl MHPOPMALUKM, BblibpaHHbIE B
COOTBETCTBMM € NyHKTOM 21 Hactoawmx TpebosaHuii w obecneumsatowme 6HAOKMPOBAHWE
(HeliTpanmsauuio) Bcex yrpos 6es3onacHoCTM MHbOpPMaLUK.

Mpn 3TOM B WHOOPMAUMOHHOW cUCTEME JO/MKEH ObiTb, KaK MWHUMMYM, pPeasn3oBaH
a4anTUPOBaHHbIN 6a30Bbln Habop mep 3awWmTbl MHGOPMALIMK, COOTBETCTBYIOLLNIA YCTAaHOBJIEHHOMY
K/1laccy 3aWMUEeHHOCTM MHPOPMALMOHHOM CUCTEMBI.

23. MNpyn HEBO3MOXKHOCTM peannsaumm B MHPOPMaLMOHHON CUCTEME B PaMKaX ee CUCTEMbI 3aLUMTbI
MHGOPMAUMM OTAENbHbIX BbIOPAHHbIX Mep 3aLMTbl MHGOPMALLMKM Ha 3Tanax aganTaumm 6asoBoro Habopa
Mep 3awmuTbl UMHGOPMALMM WM YTOYHEHWS adanTMpoBaHHoro 6a3oBoro Habopa Mep 3aWMUThI
MHbOPMauMM MoOryT paspabaTbiBaTbCA MHble (KOMNEHcUpylowme) Mepbl 3aWwmTbl MHPOpMaLMK,
obecneumnBarolLme agekBaTHoe 610KMpoBaHMe (HerTpanm3aumio) yrpos 6esonacHocTn MHGopmaLmK.

B sTom cnyyae B xoge paspaboTKM cucTeMbl 3awmTbl MHPOpMaLMM MHGOPMALMOHHOM CUCTEMDI
OOJ/IKHO ObITb NpoBeAeHO 060CHOBaHUE NPUMEHEHNA KOMMNEHCUPYIOLMUX MepP 3aWwmnTbl MHGOPMaL MK, a
NPV aTTeCTaLMOHHbIX UCMbITAHUAX OLEeHEeHA AO0CTAaTOYHOCTb M aAEKBATHOCTb AaHHbIX KOMMNEHCUPYIOLWMX
Mep ana 610KMpPOBaHUA (HelTpanmsaumm) yrpos 6e30nacHoCTM MHPOPMALLUN.

24. Mepbl 3aWwmTbl MHOOPMaALMK BbIOMPAOTCA U peanunsyloTcs B MHGOPMALMOHHON cucTeme B
paMKax ee CMCTeMbI 3aWmUTbl MHGOPMALLMKM C y4eToM yrpo3 6esonacHocTU MHGOopMaL MK NPUMEHUTEIBHO
KO BCEM 0OBEKTAM M CybbEKTAM A0CTYMNa Ha annapaTHOM, CUCTEMHOM, NPUKIALHOM U CETEBOM YPOBHSX,
B TOM YMCNE B CPese BUPTYann3aummn n o61auyHbIX BbIYUCAEHUIA.

25. BblbpaHHble U peannsoBaHHble B MUHGOPMALMOHHON CUCTEME B PAMKaAX €€ CUCTEMbI 3aLLUTDI
MHbOPMaLUKN MepbI 3aLWMTbl MHPOPMALMK AO0NKHbI 06ecneynsaTs:

B MHOOPMALMOHHbIX cMcTeMax 1 Knacca 3almLWeHHOCTHN - HeMTpaam3aumto (610KkMpoBaHme) yrpos
6e30nacHOCTN MHPOPMALLMK, CBA3AHHBIX C AEACTBUAMU HAPYLUUTENA C BbICOKUM NOTEHLMANOM;

B MHPOPMALMOHHBIX CUCTEMAX 2 KNacca 3aMLWEHHOCTU - HEWTpaam3aumio (61o0KMpoBaHue) yrpos
6€e30nacHOCTM MHPOPMALMK, CBA3AHHBIX C AEUCTBUAMM HAPYLUUTENA C NOTEHLMAZIOM HE HUXKE CpeaHEero;

B UHPOPMALMOHHBIX cMCTeMax 3 M 4 KNaccoB 3alUMLLEHHOCTU - HerTpanum3aumto (6aokMpoBaHue)
yrpo3 6esonacHocT! MHPOPMaLLMK, CBA3AHHBIX C AEUCTBUAMM HAPYLLMTENA C HU3KMM NOTEHLUMANIOM.

MoTeHUMan HapylwMTens onpeaenseTcs B XOA4e OUEHKM ero BO3MOXKHOCTEM, NpoBOAMMOW Mpu
onpegeneHnn yrpos 6esonacHocTM WHPOPMALMM B COOTBETCTBMM C NyHKTOM 14.3 HacToAwmx
TpeboBaHuii.

Onepatopom MOKeT OblTb NPUHATO pelleHMe O NPUMEHEHUM B MHOOPMALMOHHON cuUcTeme
COOTBETCTBYIOLLEIO K/aacca 3alMLLEHHOCTM Mep 3awmTbl MHPOopmauMK, obecneymBatolmMX 3aWmUTy OT
yrpo3 6e3onacHocT! MHPOPMaLMK, peannsyeMblix HapyLmTenem ¢ 60s1ee BbICOKMM NMOTEHLMAIOM.

26. TexHUYECKMe Mepbl 3aWmUTbl MHPOPMALIMM PeanusyroTcs NocPeacTBOM NPUMEHEHNA CPeacTB
3aWmTbl MHGOPMaALMK, UMeoLLMX Heobxoanmble GpyHKLMM BesonacHOCTH.

B sTom cnyyae B MHGOPMALMOHHbIX cucTemax 1 1 2 Knacca 3aWmLLEHHOCTU NPUMEHAIOTCA:
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CpeacTBa BbIMNCANTENLHON TEXHUKN HE HUXKeE 5 Knacca;

CUCTEMbI 0BHapyKeHUs BTOPXKEHUI U CpeficTBa aHTUBMPYCHOM 3allMTbl He HUXKe 4 Knacca;

MeXKceTeBble 3KpaHbl He HUXKe 3 Knacca B Cayyae B3auMoaencTBua MHPOPMaLMOHHOM CUCTEMbI C
MHGOPMAUNOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMU MEXKAYHAPOAHOI0 MHGOPMALMOHHOIO 06MeHa U
He HMXKe 4 Knacca B C/lydae OTCYTCTBUA B3aMmoaencTema MHGOPMaLMOHHOM cUcTeMbI C UHOOPMaLMOHHO-
TENIEKOMMYHUKALNOHHbBIMM CETAMU MEXKAYHAPOAHOrO MHOOPMAUMOHHOIO 06MeHa.

B MHOOPMALMOHHbIX cMCTeMaXx 3 Knacca 3alMULLEHHOCTU MPUMEHAIOTCA:

CpeacTBa BbIYNCAUTENBHOM TEXHUKN He HUXKe 5 Knacca;

CMCTEMbI OBHapyKeHUA BTOPXKEHWUIN U CPeacTBa aHTUBMPYCHOM 3aLLMTbI HE HUXKe 4 Knacca B caydae
B3aMmoaencTama MHPOPMALMOHHOM cucTembl ¢ MHOOPMALNOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMM
MEeXKAYHAPOAHOro MHPOPMaLMOHHOIo 0bMeHa M He HUMKe 5 Knacca B clyyae OTCyTCTBMA B3aMMOAeNCTBUA
MHOOPMALMOHHOW cUCTEMbI C MHPOPMALLMOHHO-TENIEKOMMYHUKALUMOHHBIMWU CETAMW MEKAYHAPOAHOIo
MHGOPMALMOHHOIo 06MeHa;

MeKCeTeBble 3KpaHbl He HUMKe 3 K/lacca B c/lydae B3aMmoaencTema MHGOPMaLMOHHOM CUCTEMBI C
MHGOPMALNOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMU MEXKAYHAPOAHOro MHGOPMALNOHHOrO obMmeHa U
He HUXe 4 Knacca B Cy4yae OTCYTCTBMA B3aMMOAENCTBUA MHOOPMALNOHHOM cucTembl € MHPOPMaLIMOHHO-
TENIEKOMMYHUKAUNOHHbIMU CETAMU MEXKAYHapPOAHOro MHPOPMaLMOHHOro 0bMeHa.

B MHbOpPMALMOHHbIX cMcTeMax 4 Knacca 3alMnLLLEHHOCTU MPUMEHAIOTCA:

CpeacTBa BbIYNCAUTENBHOM TEXHUKN HE HUMXKe 5 Knacca;

CUCTEMbI 0BHapYKeHUs BTOPXKEHUI U CpeaCcTBa aHTUBMPYCHOM 3aLLMTbl HEe HUXKe 5 Knacca;

MeKceTeBble 3KpaHbl He HMXKe 4 Knacca.

B nHdopmaumoHHbIX cuctemax 1 n 2 KiaccoB 3aLLMLLEHHOCTU MPUMEHSAIOTCA CPeACTBa 3aLLUTbI
nHbOpMaUuMKM, NporpaMmmHoe obecrneyeHMe KOTOPbIX MPOLIAO NMPOBEPKY HE HWMXKe Yem No 4 ypoBHIO
KOHTPO/1A OTCYTCTBMA HEAEKNAPMPOBAHHbIX BO3MOXHOCTEMN.

27. B cnyyae 06paboTkM B UHPOPMALMOHHOM cucTeme MHGopmauum, coaeprKallein nepcoHanbHblie
OaHHble, peannsyemble B COOTBETCTBMM C MyHKTaMm 21 n 22 Hactoawmx TpeboBaHMIA Mepbl 3aLUUTDI
nHbopmauuu:

ana MHPopmaLMoHHOM cucTembl 1 Knacca 3awmweHHocTM obecneumsatoT 1, 2, 3 M 4 ypoBHMU
3aLMLLEHHOCTM NEePCOHANbHbIX AAHHbIX <1>;

<1> YcTaHaB/AMBaETCA B COOTBETCTBUM € TPebOBaHUAMM K 3alLMTe NEPCOHANbHbIX AAaHHbIX NPU UX
06paboTKe B MHGOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX, YTBEPKAEHHBIMU NOCTAHOBAEHMEM
MpaBuTenbctea Poccuiickon degepaumnm ot 1 Hoabpsa 2012 r. N 1119.

AN MHOOPMALMOHHON cUCTeMbl 2 Knacca 3allMuieHHocTM obecneumBatoT 2, 3 M 4 ypOBHM
3aLMLLEHHOCTM NEPCOHA/bHbIX AaHHbIX <*>;

AN MHPOPMAUMOHHOM cucTembl 3 Knacca 3aliMuULeHHOCTM obecneumBaloT 3 U 4 yYpPOBHM
3aLMLLEHHOCTM NEPCOHA/bHbIX AaHHbIX <*>;

AnA  MHOGOPMAUMOHHOW cucTembl 4 Knacca 3alwuMueHHocTn, obecneuvBaloT 4  ypoOBeHb
3aLMLLEHHOCTM NEPCOHA/bHbIX AaHHbIX <*>,

28. Mpn McnoNb3oBaHMM B MHPOPMALMOHHbIX CUCTEMAX HOBbIX MHPOPMALMOHHBIX TEXHONOTUIM U
BbIAB/IEHUWN LOMNOJHUTE/bHBIX Yrpo3 6e30MacHOCTU MHOOPMALMKM, A1 KOTOPbIX HE onpeaeseHbl Mepbl
3aLWUTbl MHGOPMALMM, LOKHBI Pa3pabaTbiBaTbCs KOMMNEHCUMPYIOLLME MePbl B COOTBETCTBUM C NMYHKTOM
23 HacToAwmx TpeboBaHM.

Mpunoxkenne N 1

K TpeboBaHMAM O 3aWwmTe MHGOPMaALMMK,

He COCTaBNAIOLLEN rOCYAapPCTBEHHYIO TAMHY,
cofeprKalLeinica B rocyapCTBEHHbIX
MHGOPMALMNOHHBIX CUCTEMAX
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ONPEAE/IEHWUE KNACCA 3ALLMWEHHOCTY MHOOPMALMOHHOM CUCTEMBbI

1. Knacc 3awmueHHocTM MHbOopMaLMOoHHOM cuctembl (nepsbild Knacc (K1), BTopoi Knacc (K2),
TpetTnin Knacc (K3), yetBepTbii Knacc (K4)) onpegensetca B 3aBUCMMOCTM OT YPOBHA 3HAYMMOCTM
nHbopmauuu (¥3), obpabatbiBaemoli B 3ToM MHGOPMALIMOHHOM cucTeMe, U MacluTaba MHGOPMaLMOHHOM
cuctemsbl (peaepanbHbIi, perMoHanbHbIA, 06bEKTOBbIN).

Knacc 3awmuweHHoctn (K) = [ypoBeHb 3HaYMmMocTu MHpopmaLmm; maclutab cuctembl].

2. YpoBeHb 3HAUMMOCTM WHPOPMALUKN ONpesenseTca CTeneHbld BO3MOMKHOTO yuwepba ans
obnapatens mHbopmaumm (3akasumka) M (MaM) onepatopa OT HaPyWeEHMs KOHOUAEHLMANbHOCTU
(HenpaBomepHble [OCTYN, KOMWPOBaHWeE, NpPeAoCTaBAeHWe WAWM PACcnpPOCTPaHeHWe), LEeNoCTHOCTU
(HenpaBomepHble YHUUTOXKEHME WAM  MoandULMPOBAHME) WMAM  [OCTYNHOCTM (HenpaBomepHoe
610KMpoBaHUe) nHbopmauum.

Y3 = [(KoHMaeHUManbHOCTb, cTeneHb yuwepba) (LenoctHocTb, cTeneHb yuwepba) (A40CTynHOCTD,
cTeneHsb yuwepba)l,

rae cTeneHb BO3MOXKHOMO yuepba onpeaensertca obnagatenem MHPopmaumm (3aKasuMKom) U
(Mnun) onepaTopom camMoCTOATENbHO SKCNEPTHLIM UM UHBIMU METOAAMMU U MOXKET BbITb:

BbICOKOM, €c/nm B pesy/bTaTe HapylleHMA OAHOro M3 CBOWMCTB 6He3onacHocTM MHpopmaumm
(KoHPMAEeHUMANbHOCTN,  LENOCTHOCTWU,  OOCTYNHOCTM) BO3MOMHbl  CYLLECTBEHHble HeraTuMBHble
NnocneacTBusi B COLMANbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHBIX
obnactax peatenbHoct U (MauM) uHPopmaumoHHas cuctema U (Mam) onepatop (obnapatens
MHbOPMaLMKN) HE MOTYT BbINOJIHATb BO3/I0XKEHHbIE Ha HUX QYHKUUY;

cpefHen, ecnn B pe3ysibTaTe HapylweHuMa OAHOro U3 CBOMCTB 6e3onacHOCTU MHdopMauuu
(KoHMAEHLMANBHOCTH, LENOCTHOCTU, AOCTYNHOCTAN) BO3MOXKHbI YMEPEHHbIe HEeraTUBHbIE NOCeACTBUSA B
COLMaNbHOM, NOJIMTUYECKON, MEeXAYHapOLHOW, 3KOHOMWMYECKOM, GUHAHCOBOM MAM WMHbIX obnacTtax
aeAatenbHocTM U (Mnn) nHdopmaumoHHas cuctema u (Mam) onepatop (obnagatens MHdopmauum) He
MOTYT BbINOJIHATb XOTA 6bl 04HY M3 BO3/0XKEHHbIX HAa HUX QYHKUMNA;

HMU3KOW, €ecnM B pes3ynbTaTe HapylleHuMA OAHOro W3 CBOMCTB 6e3onacHOCTM WHbOopmauuUK
(KOHOUAEHUMANbHOCTY, LENOCTHOCTM, AOCTYNHOCTM) BO3MOMHbI HE3HauyuTe/lbHble HEeraTuMBHbIE
nocneacTBus B COLMANbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHbIX
obnactax pgeatenbHocTM U (MauM) uHPopmauMoHHas cuctema U (Mnm) onepatop (obnagatens
MHbOPMALMM) MOTYT BbINONHATL BO3/10XKEHHbIE Ha HUX QYHKLMM C HeA0CTaTOUYHOM 3G DEKTUBHOCTbLIO UK
BbINOAHEHNE GYHKLMIA BO3SMOKHO TOJIbKO C NPUBAEUYEHUEM AOMNONHUTENBHbIX CUN U CPEACTB.

NHbopmauus nMeeT BbICOKMI ypoBeHb 3HaunmocTtu (Y3 1), ecnu xota 6bl N5 0AHOrO U3 CBOMCTB
6e3onacHoOCTN Hbopmaunn (KoHOMAEHUMANbHOCTH, LLENIOCTHOCTU, AOCTYNHOCTM) onpeaesieHa BbiCOKan
cTeneHsb ywepba. MHbopmaums nmeeT cpegHUii ypoBeHb 3HaunmocTtu (Y3 2), ecnm xota 6bl Ana ogHoro
M3 CBOMCTB 6e3onacHocTM WHPpopmaumm (KOHOMAEHUMANBbHOCTHU, ULENOCTHOCTU, AOCTYMNHOCTH)
onpeaesieHa cpegHaAn cTeneHb yuepba n HeT HM O4HOrO CBOMCTBA, 4/17 KOTOPOro onpesaesieHa BbICOKas
cTeneHb yuwepba. MHbopmauma MMeeT HU3KMIA ypoBeHb 3HauMmocTu (Y3 3), ecan gns Bcex CBOMCTB
6e30nacHOCTM UHbOPMaUUK (KOHOUAEHLMANBHOCTH, LEeNOCTHOCTU, AOCTYMHOCTM) onpeaeneHbl HU3KNe
cTeneHu yuwepba.

NHbopMaumsa MmeeT MUHUMANbHbIN ypoBeHb 3HaunmocTu (Y3 4), ecnm obnagatenem nHdopmaumm
(3aKkasumKkom) n (nnm) onepaTopom cteneHsb yuiepba oT HapyLleHna cBoCTB 6esonacHoCTU MHbOopMaLUK
(KoHPMAEHUMANbHOCTHN, LENOCTHOCTM, AOCTYMHOCTM) He MOMKeT ObiTb onpegefieHa, HO NpPU 3TOM
MHbOPMAUMA NOANEKUT 3aLUMTe B COOTBETCTBUM C 3aKOHOAaTeIbCTBOM Poccuiickon deaepaunu.

Mpu 06paboTke B MHPOPMALIMOHHOM cucTeme ABYX U Bonee BUAOB MHbOpMaLUKM (cnyxKebHan
TalHa, Hanorosas TalHa W MHble YCTaHOB/IEHHbIE 3aKOHOAaTeNnbCcTBOM Poccuiickon depepaunun suabl
MHbOPMaLUM OrPaHNYEHHOro A0CTYNa) ypoBeHb 3HaUMMOCTM MHPopmaumu (Y3) onpeaensaTtca oTAeNbHO
ONs Kaxkaoro suaa uHbopmauuun. UTorosbiii ypoBeHb 3HAYMMOCTM MHbOpMaLMKM, obpabaTbiBaemoit B
MHOOPMALMOHHOM CUCTEME, YCTaHaB/IMBAETCA MO HaWBbICWIMM 3HAYEeHUAM CTEeNeHW BO3MOXKHOro
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yuiepba, onpeaeneHHbim A8 KOHOUAEHUMANBHOCTU, LENOCTHOCTU, AOCTYNHOCTM MHMOPMAaLUM KaXKaoro
Bnaa nHdopmauunu.

3. NHbopmaumoHHaa cuctema umeeT dedepanbHbi macwTtab, ecim oHa ¢GYHKUMOHMPYET Ha
TeppuTopumn Poccuiickoin deaepaumm (B npeaenax benepansbHOro oKpyra) M UMeeT CerMmeHTbl B cybbeKTax
Poccuiickolt depepaumm, MyHUUMNANAbHbIX 06pa30BaHMAX U (UK) OpraHU3aLUsX.

NHPopmaLMOHHAnA cucTema MMeeT pPervoHasibHbli MacwTab, ecnm oHa (PYHKUMOHMpPYET Ha
Tepputopun cybvekTa Poccuitckoii depepaumm M UMeEET CermeHTbl B OAHOM WAW  HECKOJIbKUX
MYHUUMNANbHbIX 06pa3oBaHMAX U (M) NOABEAOMCTBEHHbIX U MHbIX OPraHn3aumsx.

NHdopmaLMoHHan cucTema nmeeT 06bEeKTOBbIN MacliTab, ecin oHa GYHKUMOHMpPYET Ha 0bbeKTax
ofHOro denepanbHOro OpraHa rocyfapCTBEHHOM BNacTW, OopraHa rocyfapCTBEHHOM BNACTM cybbekTa
Poccuitckolt egepaumm, MyHMUMnanbHoro obpasoBaHus 1 (Man) opraHMsaumm U He MMEEeT CErMEHTOB B
TePPUTOPUANbHBIX OpraHax, NpeacTaBUTeNnbCTBax, duamManax, NoABeAOMCTBEHHbIX M MHbIX OpraHU3aLmaXx.

4. Knacc 3aWmLeHHoCTM MHPOPMaLMOHHOM CUCTEMBI ONPeaenaeTca B COOTBETCTBUN C Tabanuei:



YpoBeHb 3HAUMMOCTH MacwTtab MHPOPMALNOHHON CUCTEMDI
nHpopmauum
depepanbHbIn PernoHanbHbIN O61BbEKTOBbIN
y31 K1 K1 K1
Y32 K1 K2 K2
y33 K2 K3 K3
Y34 K3 K3 K4
MpunorkeHune N 2
K TpeboBaHMAM O 3amTe MHGOPMaLMHK,
He COCTaB/AIOLLEN rOCYAapPCTBEHHYIO TAMHY,
coaeprKallenca B rocyaapCTBEHHbIX
MHGOPMALMOHHBIX CUCTEMAX
COCTAB
MEP 3ALLNTBI NUHOOPMALUU U UX BA3OBbIE HABOPbI
ONA COOTBETCTBYIOLLEIO K/TACCA 3ALLMLLLEEHHOCTU
NH®OPMALMOHHOW CUCTEMbI
Ycnos Hoe Mepbl 3aLLmTbl UHGOPMALUKN B MHPOPMALMOHHbBIX Knaccbl 3awmiLeHHoCTH

obo3HauyeHne n
HOMep mepbl

cncremax

MHbOPMALNOHHOM
cucTemsl

4 3 2 1




I. UaeHTUdUKaumMa 1 ayTeHTUdMKaLMA cybbeKToB AocTyna U 06bekTos aocTyna (MAD)

NA®D.1

NaeHTUdMKauMA u  ayTeHTUPUKauMa nosib3oBaTesen,
ABAAOWMXCA pabOTHMKamM onepaTopa

+

+

+

NA®D.2

NoeHTnduKauma mn ayTeHTMdMKaLMA YCTPOMCTB, B TOM
ymcae CTauMoHAPHbIX, MOBWUIbHBIX U MOPTATUBHBIX

NAD.3

YnpaeneHuve naeHTMdmnKaTopamm, B TOM YMC/e Co3gaHune,
NpPUCBOEHME, YHUUTOXKEHME NAEHTUPUKATOPOB

NA®.4

YnpaBsneHue cpeacTBamm ayTeHTUGMKaLMM, B TOM Yucie
XpaHeHWe, Bblgaya, MWHUUMANM3aUMA, ON0KMpoBaHMe
CPeACTB ayTeHTUPUKALMM M NPUHATME Mep B C/yyae
yTpaTbl n (nnn) KomnpomeTauuu cpeacTs
ayTeHTUOUKALMM

NAD.5

3awumTa obpaTHOM CBA3K npu BBOZE
ayTeHTUOUKALMOHHON nHOopMmaLmMm

NAD.6

NoeHTndurKauma n ayTeHTUdUKaumMa nonb3osaTenen, He
ABNAIOWMXCA  paboTHMKamM  onepatopa  (BHELHMX
nonb3oBaTenemn)

NAD.7

NaeHTMdMKauma n ayteHTMdMKauma o6bekTos dpalinosolit
CUCTEMbI, 3aMyCKaeMbIX W WCMOJIHAEMBIX MoOZy/en,
06beKTOB cucTem  ynpaBneHusa  6asamMu  OaHHbIX,
06bEKTOB, CO34aBaeMbIX NPUKAAAHBIM U CrNeunanbHbIM
NporpammHbiM obecneyeHMem, UHbIX OBBEKTOB AOCTYyNa

Il. YnpaBneHune aoctynom cybbekToB AocTyna K obbektam goctyna (YNA)

yna.i

yl'lpaBJ'IEHMG (3aBe,u,eHme, aKTnBaumAa, 6ﬂ0KMpOBaHVIe n
yHMLITO)KEHMe) YYE€THbIMUN 3aNMUCAMMU nonb3osaTtesieil, B
TOM YMC/e BHELHUX Nonb3oBaTenei

+

+




yna.2

Peanusauma HeobXxoAMMbIX MeTOAO0B (AUCKPEUUOHHbIN,
MaHAATHbIN, PONEBOW UAU MHOM MEeTop4), TUMNOB (Y4TeHME,
3anucb, BbINOMHEHME WAW  WHOW TUN) U NpaBuA
pasrpaHuyeHus goctyna

ynga.3

YnpasneHve (GuabTpaumsa, mMapLUpyTU3aLUS, KOHTPO/Ib
coegMHEHUN, OAHOHAMpaBAeHHAA nepegaya W WHble
cnocobbl ynpasneHns) UHGOPMALMOHHBIMU MNOTOKAMMU
MeXay YCTPOMCTBaMK, CermeHTamm WMHGOPMaLMOHHOMN
CUCTEMbI, a Tak¥Xe Mmexay WHPOPMaLNOHHbIMU
cMcteMamm

yng.4

PasgeneHne nonHomouuii (poneit) nonb3oBaTenei,
aAMUHUCTPATOPOB " nu, obecneymBaroLLmX
OYHKUMOHMPOBaHNE NHGOPMALIMOHHOM CUCTEMDbI

yna.s

HasHayeHMe MMHMManbHO HeobxoguMmbIXx nNpaB W
npueunernii  Nosb3oBaTensMm, agMUHUCTPATOpam W
nmuam, obecneymBatoLMm bYHKUMOHMpPOBaAHME
MHPOPMALMOHHOM CUCTEMBI

yna.e

OrpaHuMyeHne  HeycnewHbiX  MOMbITOK  BXoZa B
NHOOPMALMOHHYIO cuctemy (moctyna
MHPOPMaLMOHHON cucTeme)

x

yna.7

MpeaynpexgeHue nonb3oBaTensa nNpu ero Bxoge B
WHOOPMALMOHHYIO  cucTeMy O  TOM, 4YTO B
MHPOPMALMOHHON CUCTEME Peann3oBaHbl Mepbl 3aLLUUTbI
UHbOpPMauMKM, U O HeobxoaumocTn cobntodeHus UM
YCTaHOB/NIEHHbIX  OonepaTopom  npasun  0b6paboTKM
nHpopmaymm

ynao.8

OnoBseleHVe No/b30BaTeNs MOC/TE YCNEWHOro BXoAa B
MHPOPMaLMOHHYIO CUCTEMY O ero npeaplayLiem Bxoae B
MHPOPMaLMOHHYIO cucTemy




yna.o

OrpaHuyeHue Yncaa NnapannefbHbIX CeaHCOB ZOCTyna ANA
Kaxkpom y4yeTHoM 3anucu nonb3oBaTens
MHPOPMaLMOHHOM CUCTEMDbI

yNnz.10

BnoknpoBaHue ceaHca pgoctyna B WHPOPMALUOHHYIO
cMcTeMy nocie YCTaHOBIEHHOro BpemeHu be3aencreus
(HeakTMBHOCTM) NONb30BATENSA UK MO €r0 3anpocy

yna.11

PaspelweHne (3anper) AOenCTBUI  nNonb3oBaTenew,
paspeLleHHbIX 40 UAEHTUOUKAUMKN U ayTEHTUDUKALUK

ynga.12

Moppep»Kka WM coxpaHeHue aTpubytoB 6e3onacHocTu
(meTok 6e3onacHocTH), cBA3aHHbIX ¢ MHPOpmaumein B
npoLecce ee xpaHeHMa U 06paboTKu

yna.13

Peanusauma  3aWMlLIEHHOro  yAaleHHOro  AocTyna
cybbeKToB A0CTyNa K 06beKkTam AocTyna Yyepes BHellHue
MHDOPMaLMOHHO-TENEKOMMYHUKALMOHHbIE CETU

yna.14

PernameHTaumMa M KOHTPOJIb  WCMO/Ib30BAaHMA B
MHOOPMALMOHHON cUCTEME TeXHONOMMM 6ecnpoBoaHOrO
foctyna

ynga.15

PernameHTauma n KOHTPO/1b MCcNob30BaHNA B
MH¢OpMaLI,MOHHOﬁ cUcTEME MOOBUAbHBIX TEXHUYECKUX
cpencre

yng.16

YnpaBneHve B3aumogencremem c MHGOPMALMOHHLIMU
cMcTeMaMy  CTOPOHHWMX  opraHv3auuii  (BHewHue
MHPOPMALMOHHbIE CUCTEMDbI)

yng.17

ObecneyeHune [OoBepeHHoM 3arpysku cpeacTs
BbIYNCAUTENIbHON TEXHUKM

[Il. OrpaHnyeHme nporpammHoii cpeapl (OMC)




onc.1

YnpaBneHve 3anyckom (obpalieHusmM) KOMMOHEHTOB
nporpaMmmHoro obecneyeHus, B TOM YMc/ie onpeaeneHne
3aMnycKaemblX KOMMOHEHTOB, HACTPOMKa NapameTpoB
3anycka  KOMMOHEHTOB, KOHTPO/b 3a  3anyCcKom
KOMMOHEHTOB NPOrpaMmHoro obecneyeHus

onc.2

YnpaBneHue yCTaHOBKOW (MHCTannAaumein) KOMNOHEHTOB
NporpaMmmHoro obecneyeHus, B TOM YMc/ie onpeaeneHne
KOMMOHEHTOB, MOAJ/IEXALLMX YCTAaHOBKE, HACTPOMKa
rnapamMeTpoB YCTaHOBKM KOMMOHEHTOB, KOHTPOJIb 3a
YCTaHOBKOW KOMMOHEHTOB NPOrpamMmmHoro obecneyeHus

onc.3

YcTaHOBKaA (MHCTaJ'I}'IFILI,Mﬂ) TO/IbKO pa3peweHHOro K
MCNOJZ1Ib30BaHUIO NPOrpaMMmHoOro obecneyeHuns u (MJ'IM) ero
KOMMNMOHEHTOB

onc.4

YnpasneHve BpemMeHHbIMU dannamm, B TOM u4ucae
3anpeT, paspelleHne, MepeHanpasBieHWe  3anucu,
yAaneHue BpemeHHbIx ¢painnos

IV. 3almTa MalnHHbIX HocUTenel nHpopmaumm (3HN)

3HN.1

YyeT MalUMHHbIX HOCuTene nHbopmauum

3HW.2

YnpasneHve [OCTYNOM K MaWMHHbIM  HOCUTENAM
nHbopmaumm

3HW.3

KOHTponb  nNepemelleHns  MAWWHHBIX  HOCUTesel
MHpOpMaLMK 3a Npeaebl KOHTPOANPYEMOM 30HbI

3HWN.4

MNcKkntoveHne BO3MOMHOCTM  HECaHKLMOHMPOBAHHOMO
03HaKOM/IEHUA C coaepXaHvem  MHdopmaumu,
XpaHAWENCA Ha MAWWHHBIX HocuTenax, u (uawn)
WCNO/Ib30BaHUA HocuTenein WHPopmaumm B UHbIX
MHDOPMaLMOHHbIX CUCTEMAX




3HW.5

KoHTponb ncnonb3oBaHna uHTepdelicos BBoaa (BbiBoaa)
MHbOPMaLUU Ha MaLLNHHbIE HoCcUTenn nHdopmaumm

3HW.6

KoHTponb BBOAa (BbiBOAA) MHOOPMALMM HA MaLLUMHHbIE
HoCuTenn nHbopmaumm

3HW.7

KOHTpOAb  MOAKAIOYEHWMA  MALIMHHbLIX  HOCUTENel
nHpopmaymm

3HWN.8

YHUUTOXEHME (CTMpaHMe) MHbOPMaUMKM Ha MALIMHHbLIX
HOCUTENIAX MPU UX Nepesaye MeXKay no/sb3oBaTeNamu, B
CTOPOHHME OpraHM3auMn 418 PEMOHTa UK YTUAN3aUMK,
a TaK¥XKe KOHTPOb YHUUTOXKEHUA (CTUpPaHKA)

V. Peructpauma cobbitnit 6esonacHoctu (PCB)

PCB.1

OnpegeneHne cobbiTun 6He30MacHOCTM, NoA/eXKalmx
perncTpaunmn, n CpPoKoB X XpaHeHUA

PCB.2

Onpep,eneHme COCTaBa M coaep*aHuA MHd)OpMaLI,MM o
cobbITUAX 6E3OI'IaCHOCTVI, noanexawmux perncrtpaumnm

PCB.3

Cbop, 3anncb U xpaHeHMe WHbOopMaAuUKM O cobbITUAX
6e30nacHOCTM B Te4yeHMe YCTAHOBJ/IEHHOIO BpeMeHU
XpaHeHuA

PCb.4

PearmpoBaHue Ha cbou nNpu perucTpauun cobbiTuid
6e30MacHOCTK, B TOM YMC/le annapaTHble M MporpaMmHble
oWwnbKM, cbom B mexaHm3amax cbopa MHbOpmaUUKU U
AOCTMXEHME npedena WAM nNepenonHeHus obbema
(emkocTn) namaru

PCB.5

MoOHUTOPWMHT  (NPOCMOTP,  aHanAM3)  pesy/bTaToB
peructpaumnn cobbiTnit 6e30NacHOCTM 1 pearMpoBaHMWe Ha
HUX




PCB.6 FeHepunpoBaHue BpeMeHHbIX MEeTOK 7 (nan)| +
CMHXPOHM3aLmA CUCTEMHOTO BPEMEHMU B
MHPOPMaLMOHHOMN cucTeMe

PCB.7 3awmTa nHpopmaummn o cobbiTuAax BesonacHoCcTH +

PCBE.8 ObecneyeHMe BO3MOMHOCTM MPOCMOTPA W aHaAn3a
MHGOPMaLUUM O AENCTBUAX OTAENbHbIX NOJb30BaTeNEN B
MHPOPMALMOHHOM cucTeEMe

VI. AHTMBMpPYCHas 3auwmTa (AB3)

AB3.1 Peanusauma aHTUBMPYCHOM 3aLLUTbI +

AB3.2 O6HoBneHMe 6asbl AaHHbIX NPU3HAKOB BPEAOHOCHbLIX| +
KOMMbIOTEPHbIX Nporpamm (Bnpycos)

VII. O6HapyxeHue BTopKeHn (COB)
COB.1 O6HapyKeHue BTOpPKEeHUI
COB.2 O6HoBNeHMe 6a3bl peLlatolmnx npaBun
VIII. KoHTponb (aHanus) 3awmueHHocTn nHpopmaumm (AH3)

AH3.1 BbiABneHWe, aHanu3 yassumoctelh MHGOOPMALMOHHOM
CMCTEMbI M ONepPaTUBHOE YCTPAHEHWE BHOBb BblABAEHHbIX
YS3BMMOCTEN

AH3.2 KoHTponb ycTaHOBKM OOHOBAEHWI  MporpammHoro| +
obecneyeHuns, BKAOYAA OOHOBAEHME NPOrPAMMHOrO
obecneyeHuns cpeaCTs 3amTbl MHGOPMaLUK

AH3.3 KoHTposb paboTocnocobHOCTM, NAapaMeTPOB HAaCTPOMKM 1

NPaBUAbHOCTM  QYHKLUMOHMPOBAHUA  MPOrpaMmmHOro
obecneyeHnn 1 cpeacTs 3aWmTbl MHGopMaLmm




AH3.4 KOHTpOnb cocTaBa TeXHUYECKUX CPeacTB, MPOrpammHOro +
obecneyeHUs 1 cpeacTs 3aLmTbl UHGOPMaLLUN

AH3.5 KoHTpo/Ab npaBun reHepaumm W CMeHbl naposiei +
nosib3oBaTesield, 3aBedeHUs W yA3ANEeHMA  YYETHbIX
3anucen nosib3oBaTenen, peanmsaunm npasun

pasrpaHUYeHns AoCTynom, NoJHOMOYMI Nob30BaTeNen
B MHPOPMaALMOHHOM cucTeme

IX. O6becneyeHune LENOCTHOCTU MHPOPMALMOHHOM cucTeMbI U MHPopmaumm (OLL)

oun.l KOHTpO/Ib LENOCTHOCTM nporpammHoro obecneyeHus,
BK/lOYas MporpammHoe obecrnedyeHne cCpeacTs 3aLmTbl
nHbopmaumm

ousn.2 KOHTpO/b LEeNOCTHOCTU MHPOPMaLMK, coaepKalleinca B

6a3ax AaHHbIX MHPOPMALMOHHOM CUCTEMDbI

oun.3 ObecneyeHne BO3MOXHOCTH BOCCTQHOBNEHUA| + +
nporpammHoro o6ecnequm=|, BK/NIKO4YaA nporpamMmmHoe
obecneyeHne cpeacTB  3awUTbl  MHOOPMALUKM, NpU
BO3HUKHOBEHWWN HELWTAaTHbIX cmyau,mﬁ

oun.a O6Hapy:KeHne W pearMpoBaHWe Ha MOCTyNniaeHue B
MHOOPMALMNOHHYIO cuctemy He3anpalwunBaembix
3NEKTPOHHbIX COObLEHNI (N1MceM, AOKYMEHTOB) U UHOW
nHGoOpMauUmM, He OTHOCAWMXCA K GYHKLMOHMPOBAHMUIO
MHDOPMaLMOHHOM cMcTeMbI (3alLMTa OT cnama)

ouns KoHTponb coaepkaHuns nHbopmaumnm, nepeaasaemon 13
MHPOPMALMOHHOM cuUcTeMBI (KoHTelHepHbIN,
OCHOBAHHbI Ha cBoOWMcTBaXx oObeKTa JocTyna, W
KOHTEHTHbIM, OCHOBAHHbIN HAa MOMWCKe 3anpeLLeHHOn K
nepepadye WUHGOPMALMM C MCMOSb30OBAHNEM CUTHATYP,
MacCOK M MHbIX METOAO0B), U UCKNOYEHNE HEMPABOMEPHOA




nepeaaun nHGopmaLmMm u3 MHGOPMaLUMOHHOM CUCTEMBI

o6

OrpaHunyeHne npaB  NONb30OBaTenelr NO  BBOAY
nHdopmaumm B MHPOPMALMOHHYIO CUCTEMY

oun.z

KOHTPOAb TOYHOCTW, NOJIHOTbI U MPaBUAbHOCTU AaHHbIX,
BBOAMMbIX B MHGOPMALMOHHYIO CUCTEMY

oun.8

KoHTpo/ib OWKWBOYHbIX AeNCTBMIA Nonb3oBaTenei no
BBogy M (nam)  nepegadye  uHPopmaumMm U
npeaynpexaeHne nonb3osatenet 06  OWKUOOYHbIX
AencTBmax

X. ObecneyeHune aoctynHoctTn nHdopmaumm (OAT)

oar.1

Mcnonb3oBaHMe 0TKa30yCTONUMBBIX TEXHUYECKUX CPeacTs

OAT.2

PesepBupoBaHMe TEXHUYECKUX CPeACTB, MPOrpammHOro
obecneyeHus, KaHanoB nepesaym MHGoOpMaL MK, CPeacTs
obecnevyeHnss OYHKUMOHMPOBAHUA WHGDOPMALMOHHOM
cUCTEMBI

oAar.3

KoHTposb 6€30TKa3Horo bYHKLMOHNPOBAHUSA
TEXHUYECKUX CPEACTB, OOHapy)XeHWe W JoKanusaums
OTKa3oB  QYHKUMOHUPOBAHMA, NPUHATME Mep MO
BOCCTAaHOB/IEHUIO  OTKAa3aBWMWX  CPEACTB W WX
TecTMpoBaHue

OAT.4

Mepuoanyeckoe pesepBHOE KOMMPOBaHUE MHbOPMaL MK
Ha pe3epBHble MallUHHbIE HOCUTEAN UHPOPMALUK

oAaT.5

ObecneyeHune BO3MOYKHOCTU BOCCTAHOB/IEHUA
MHPOPMaLMM € pe3epBHbIX MaLUMHHbBIX HOCUTENel
UHPopMaumn  (pe3epBHbIX  KOMMI) B TeyeHue
YCTaHOBNEHHOIO BPeMEeHHOro MHTepBana




OAT.6

Knactepmsaumnsa MHPopmMaUMOHHOWM cuctembl U (Unun) ee
CermeHToB

oar.7

KOHTpO/b COCTOAHMA U KayecTBa NpeaocTaB/eHus
YMO/IHOMOYEHHbBIM /IMLLOM BbIYUC/IUTE/IbHBIX PECYPCOB
(mowHocCTel), B TOM YMcie no nepegade MHbopmaumm

XI. 3awmTa cpeapl BupTyannsaumm (3CB)

3CB.1

NaoeHTudMKauma n ayTeHTUPUKaLmMa CyObbeKTOB 40CTyNa U
06bEeKTOB AOCTYNa B BUPTYa/ibHON MHPPACTPYKTYPE, B TOM
yncne agMUHUCTPATOPOB  YMNpPaB/ieHUA  CPeACcTBaMM
BMPTYyann3aumm

3CB.2

YnpaBneHue AOCTYNom CybbeKTOB AOCTyna K o6bekTam
[0CTyna B BMPTYaNbHOM MHOPACTPYKTYpe, B TOM uucie
BHYTPM BUPTYabHbIX MaLUWH

3CB.3

Pernctpauma cobbiTnii 6€30NacHOCTM B BUPTYasibHOM
MHOPaCTPYKType

3CB.4

YnpasneHnve (dunbTpaumsa, MaplpyTmsaumsa, KOHTPOAb
CoeAMHEeHWA, O4HOHANpaB/AeHHaA nepegaya) NoToKamu
MHPOPMALMKN  MeXKAY KOMMOHEHTaMW  BUPTyasbHOM
WMHPPACTPYKTYPbI, a TaK¥Ke No NepumeTpy BUPTYasbHOM

WMHPPACTPYKTYpPbI

3CB.5

[JoBepeHHasa  3arpyska CepBepoB  BUPTya/M3aLMmy,
BMPTYaNbHOM  MalWMHbl  (KOHTeilHepa), cepBepoB
ynpasaeHua BUpTyanmsaumei

3CB.6

YnpaBneHve nepemelleHMem BUPTYasbHbIX  MallWH
(koHTeliHepoB) M 06pabaTbiBaEMbIX Ha HUX AAHHbIX

3CB.7

KOHTPOAb LLeNoCTHOCTU BUPTYabHOW MHOPACTPYKTYPbI U




ee KoHpUrypaumi

3CB.8

PesepBHOe KOMMpoOBaHWE [aHHbIX, PeE3epPBUPOBAHUE
TEXHUYECKUX CPeacT8, NporpaMmHoro obecnevyeHus
BUPTYa/IbHON MHOPACTPYKTYpPbl, @ TaKXKe KaHa/ioB CBA3MU
BHYTPM BUPTYasIbHOM MHPPACTPYKTYpbI

3CB.9

Peanusauma u ynpaBneHuMe aHTUBUMPYCHOM 3alLUTON B
BUPTYa/IbHOM MHOPACTPYKType

3CB.10

Pa3bueHue BUpTYyanbHOM MHPPACTPYKTYPbl Ha CErMEHTbI
(cermeHTMpOBaHWe BUPTyanbHOW MHOPACTPYKTYpPLI) ANs
06paboTkn MHbOPMaLMKN OTAE/IbHbIM MOJIb30BaTE/IEM U
(nnn) rpynnoit nonbsosatenen

XIl. 3awmTa TexHmnyeckunx cpeacts (3TC)

3TC.1

3awmta MHPopmaumm, obpabaTbiBaeMON TEXHUYECKMMMU
CpeacTBamM, OT ee YTEYKM NO TEXHUYECKMM KaHanam

3TC.2

OpraHusauma KOHTPOAMPYeMOM 30HbI, B nNpeaenax
KOTOPOW NOCTOAHHO  Pa3sMELLAlOTCA  CTaLuMOHapHble
TexHUYecKue cpeacTea, obpabatbiBatowme MHbopmaLmio,
M cpeacTBa 3aWuTbl MHPOPMALMK, a TaKKe cpeacTea
obecneyeHnn GyHKLMOHNPOBAHUA

3TC.3

KoHTponb W ynpaBneHne ¢GU3MYECKMM HOCTYNoOm K

TEXHUYECKMM CpeacTBam, cpeacTBam 3aLLMTbI
MHpopMaumm, cpeactBam obecneyeHnn
OYHKUMOHMPOBaHMA, a TaKXKe B MOMelleHna U
COOPYXEHMAA, B  KOTOPbIX  OHWM  YCTAaHOBAEHbI,

WCKIOYatoWMe  HECAHKUMOHUPOBAHHbIN  GpU3NYECKUI
A0CTYN K cpeacTsam 06paboTkm nHpopmalmm, cpeacTsam
3aWwmTbl  MHbOpMaLMM U cpeacTBam  obecneyeHun
OYHKUMOHMPOBAHNA  MHDOPMALMOHHON  CUCTEMbI U




nomeweHnA n COopyxKeHunA, B KOTOPbIX OHN YCTAaHOB/1EHDbI

3TC.4 PasmelleHne  ycTpoicTB  BbiBoga  (oTobpaxkeHus)| + + +
MHPOpPMALMU, UCKNIOYAIOLLLEE ee HECAHKLMOHNPOBaHHbIN
npocmoTp

3TC.5 3awmMTa OT BHEWHMX BO34enCTBMK (BO3AENCTBUMN
OKpy:KatoLei cpeapbl, HecTabunbHoCTU

3/1EKTPOCHABKEHNA,  KOHAMLMOHMPOBAHUA U WHbIX
BHELWHWX paKTopoB)

XIll. 3awmTa HGOPMALIMOHHOM CUCTEMDI, €€ CPEeACTB, CUCTEM CBA3U U Nepeaaymn aaHHbIX (3UC)

31C.1 PaszgeneHne B MHPOPMALUMOHHOM cucTeme PpYyHKUMIA Mo +
ynpasneHuto (aAMUHUCTPUPOBAHUIO) MHOOPMALMOHHOM
cUCTEMO, ynpasaeHuto (agMHUHUCTPUPOBAHMIO)
CUCTEMO 3aWnTbl MHbOPMaLUK, PYHKLUMIN No 0bpaboTke
MHPOpPMALUMN U UHBIX OOYHKUMN  MHPOPMALLMOHHOM
cUCTEMBI

31C.2 MNpepoTepaleHne 3a4,ePrKKU nnu npepbIBaHMA
BbIMNOJIHEHNA MPOLLECCOB C BbICOKMM NPUOPUTETOM CO
CTOPOHbI NPOLECCOB C HU3KMM NPUOPUTETOM

31C.3 ObecneyeHne 3alWmTbl MHPOPMaLMM OT packpbiTus,| + + +
MoaMdUKALUMM M HaBs3biBaHWA  (BBOAA  JIOXKHOM
UHbOpMauuKn) npu ee nepedadye (NoarotoBke K
nepegaye) no KaHanam CBA3W, MMeEOLWMM BbIXoAd 3a
npegenbl  KOHTPOAMPYEMOWM 30Hbl, B TOM 4ucne
6ecnpoBOAHbIM KaHanam CBA3U

3nC.4 ObecneyeHne O0OBepeHHbIX KaHana, MapupyTa Mexay
aAMUHUCTPATOPOM, MONb30BaTeNleM W cpeacTBamu
3alWmMTbl  MHbopmaumn  (PyHKuMAmMM  BesonacHocTH
CPeACTB 3alWmnTbl MHbOPMaLMK)




3UNC.5

3anpeT HecaHKUMOHWPOBAHHOW YyAa/N€HHOW aKTMBauuu
BMAEOKaMep, MUKPOPOHOB M WHbIX NepudepuiiHbIX
YCTPOMCTB, KOTOPbIE MOTYT aKTUBMPOBATLCA YAANEHHO, U
OMnoBelleHNe nonb3oBaTesie 06 aKTMBaUWMM  TaKWX
YCTPOICTB

3U1C.6

Mepegaya WM KOHTPOJIb  LENOCTHOCTM  aTpubyToB
b6esonacHocTM (meToK 6e3onacHocTK), CBA3AHHbIX C
nHbopmaument, npn obmeHe uHPopmaLMel C MHbIMM
MHPOPMALMOHHBIMKU CUCTEMaMU

3UnC.7

KOHTPOAb  CaHKUMOHMPOBAHHOTO M WUCK/OYEHME
HECAaHKLUMOHNPOBAHHOrO UCMO/b30BaHUA  TEXHOOTUMN
MOBMNBLHOTO Koda, B TOM 4YMC/ie pernctpauna cobbitmi,
CBA3AHHbIX C UCMNONb30BAaHMEM TEXHOIOMMI MOBUNBHOTO
Koda, WX aHaAM3 W pearnpoBaHuWe Ha HapylleHus,
CBA3aHHbIE C UCMO/b30BAaHNEM TEXHONOTMIA MOBUABHOTO
Koga

31C.8

KOHTPOAb  CaHKUMOHMPOBAHHOTO M WUCKAOYEHMeE
HECAaHKLUMOHMPOBAHHOrO UCMONb30BaHNA  TEXHOIOMUMA
nepejadn peun, B TOM 4WUCaAe perncTpaumsa cobbiTui,
CBA3AHHbIX C MCMNONb30BaHMEM TEXHO/IOMMI Nepeaayn
peun, WX aHaAM3 W pearnpoBaHME Ha HapyleHus,
CBAA3aHHble C WCNO/b30BaHMEM TEXHO/OMMIN nepegayn
peuu

3nC.9

KOHTPOAb  CaHKUMOHMPOBAHHOM UM UCK/OYEHMe
HeCaHKLMOHUPOBaHHOW Nepeaayn BuageouHpopmaLmu, B
TOM uuC/le perncTpaums  CobbITMI, CBA3AHHBLIX C
nepegdadyeir  BuageouMHboOpmauMM, MX  aHanM3 U
pearMpoBaHMe Ha HapylleHMs, CBA3aHHble C nepeaayein
BuaeonHdopmaumm

31C.10

HOATBED)KAEHME nponcxoxageHmaA NCTOYHWUKa




MHPOpMaLMK, NONy4YaeMoil B npouecce onpeaeneHus
CeTeBbIX afPeCOB NO CETEBbIM MMEHaM UK onpeaeneHus
CeTeBbIX MMEeH No CEeTEBbIM agpecam

31C.11

ObecneyeHrMe NOAJMHHOCTM  CETEBbLIX COEAMHEHWN
(ceaHcoB B3anmoaeincTens), B TOM Yncae A4 3almTbl OT
NoAMEHbI CETEBbIX YCTPOWCTB 1 CEPBUCOB

3nC.12

McKNtoueHne BO3MOMKHOCTM OTPULLAHMA MO/b30BaTeNnem
¢daKTa 0TNpaBKM MHPOPMALMK APYrOMY NONb30BATENIO

31C.13

NcKNtoveHWe BO3MOXKHOCTM OTPULAHUA MOJIb30BATENEM
daKTa nonyyeHua nHpopmaumm oT APYroro nosib3oBaTesnn

3nC.14

Mcnonb3oBaHWe yCTPOMCTB TEPMUHANIBHOTO AOCTyNa ANA
06paboTKn MHbOopMmauuu

3M1C.15

3awmTta apxuBHbIX ¢ainoB, MNapameTpoB HACTPOMKM
CPeacTs  3aWmTbl  MHOOPMALMM U MPOrPaMMHOIO
obecneyeHns U WHbIX [aHHbIX, He noAjeXKalmx
M3MeHeHuto B npouecce 06paboTkM MHGopmauum

31C.16

BbifiBNeHwe, aHanus n 6710KMpOBaHMe B
MHPOPMALMOHHOM CUCTEME CKPbITbIX KaHANOoB Nepeaayu
MHPopMaumn B 06X04 PeannsoBaHHbIX Mep 3aluTbl
WHPOPMaALMM  MAM  BHYTPU pPaspeLleHHblX CeTeBbIX
NPOTOKO/OB

3nC.17

PasbueHne MHOPOPMALMOHHON CUCTEMbI Ha CErMeHTbI
(cermeHTMpoBaHWEe WHPOPMALMOHHOW  CUCTEMBI) U
obecneyeHne  3aWUThbI NepMMeTpPoB  CErMeHTOB
MHPOPMALMOHHOM CUCTEMBI

31C.18

ObecneyeHne 3arpyskuM M WUCMONHEHUA NPOrPAaMMHOrIO
obecneyeHUs € MALIMHHBIX HocuTene uHdopmauuu,




AOCTYNHbIX TO/IbKO ANA YTEHUA, U KOHTPO/1b UE/TOCTHOCTU
AaHHOTOo NporpammHoOro obecneyeHus

3M1C.19

M3onauma npoueccoB (BbIMOMHEHWE Mporpamm) B
BblgesIeHHOM 061aCcTU NamATH

31C.20

3awmTta 6ecnpoBOAHbIX COEAMHEHWUN, NMPUMEHAEMbIX B
MHPOPMALMOHHOM cucTeMe

31C.21

MUckntoueHne poctyna nosib3oBaTens K MHdopmaumy,
BO3HWKIUEN B pes3yabTaTe AEUCTBUA Npesblaylwero
Nnosb30oBaTeNsl 4yepes pPeecTpbl, OnepaTUBHYH NamATb,
BHELUHME 3aNMOMMUHAOLLME YCTPOMCTBA U UHbIE 0bLme ana
nosib3oBaTesiel pecypcbl MUHPOPMALMOHHOM CUCTEMDBI

3NC.22

3awmuta  MHOOPMAUMOHHOM  CUCTeMbl  OT  Yyrpos
6e30MacHOCTU MHPOPMALMKN, HaNPaBAEHHbIX Ha OTKas B
06CNYKMBAHUN MHOOPMALMOHHOM CUCTEMDI

3M1C.23

3awuta nepumetpa (Pu3nyeckux M (MaM) NorMYecKux
rPaHnL)  MHOOPMALIMOHHOW  CUCTEMbl  MpU  ee
B3aMMOZENCTBUM € MHbIMM  MHGPOPMALMOHHBIMU
cuctemamm " MHPOPMaLUOHHO-
TENEKOMMYHUKALMOHHBIMW CETAMM

3UC.24

HDEKpaLLI,EHI/Ie CeTeBbIX COE,D,MHEHMﬁ no unx 3aBepweHnn
nanm no ncte4yeHMn 3a4aHHOro onepaTopom BpeMeEHHOIo
MHTEPBA/ZIa HEAKTUBHOCTK CETEBOIO CoeanHeHnA

3UC.25

Mcnonb3oBaHne B MHPOPMALMOHHOM CUCTEME WAM ee
CerMeHTax  pPas3/MyHbIX  TUMNOB  O6LWEeCUCTEMHOrO,
npUKNaaHoro n cneynanbHoro nporpaMmHoro
obecneveHus (coszaaHue reTeporeHHoM cpeabl)

31C.26

Ucnonb3oBaHue npuKknagHoro n cneunanbHOro




nporpammHoro OGGCI’IG‘-IEHMH, nmeruwmnx BO3MOKHOCTb
q)yHKLI,MOHMpOBaHVIﬂ B CpedaXx pa3/indyHbIiX onepaunoOHHbIX
cncrem

3U1C.27 CospgaHue  (amynauma)  NOXKHbIX  MHPOPMALLMOHHBIX
CUCTEM WM UX KOMMOHEHTOB, NpeAHa3HaYeHHbIX A
OOHapyXeHuna, perncTpaumm W aHanausa Aencrsumn
HapywuTeneir B  Mpouecce  peannsaumm  yrpos
6e3onacHoCcTM MHPopMaLmm

31C.28 BocnpousBeseHMe NOXKHbIX U (MAK) CKPbITUE UCTUHHbIX
OTAENbHbIX WHPOPMAUMOHHBIX TexHosormi u (1uaum)
CTPYKTYPHO-PYHKLMOHANBHbIX XapaKTepUCTUK
MHOOPMALUMOHHON  CUCTEMbI WIN ee  CEerMeHTOB,
obecneumBatollee HaBA3bIBAHWE HAPYLIMTENIO JIOKHOIO
npeactaBneHna o6  UCTUHHBIX  MHOOPMALMOHHbIX
TEXHOMOTUAX W (MAKM)  CTPYKTYPHO-PYHKLMOHAbHBIX
XapaKTepUCTUKax MHGOPMALMOHHOM CUCTEMDI

31C.29 MNepeBog MHPOPMALMOHHOM CUCTEMbI UNUN €€ YCTPOMCTB
(RomnoHeHTOB) B 3apaHee onpeaeneHHyto
KOHdUrypauumio, obecneymBatoLLyto 3awmTy

MHbOPMaumK, B C/ly4ae BOSHMKHOBEHMM OTKa3oB (cboeB)
B cucteme 3awuTtbl MHOOPMaAUUM MHPOPMALMOHHOM
cUCTEMbI

31C.30 3awmTa MOBUNBHbIX TEeXHUYECKUX cpeacTs, + + +
npUMeHsieMbix B UHGOPMALMOHHOM cucTeme

"+" - Mmepa 3aWwmTbl MHOPMaL MK BKAOUYEHA B 6a30BbIi HABOP Mep A1 COOTBETCTBYHOLLENO Kacca 3alMLLEeHHOCTM MHGOPMALLMOHHOMN CUCTEMBI.
Mepbl 3aLMTbl MHGOPMALMK, He 0603HaUYeHHble 3HaKoM "+", MpUMeHSAIOTCA NPy aganTaumm 6asoBoro Habopa mep M yTOUHEHWUM afanTMPOBAHHOTO 6a3oBoOro
Habopa mep, a TaK:Ke NpPU pa3paboTKe KOMNEHCUPYIOWUX Mep 3aLLMTbl MHGOPMALMK B MHGOPMALIMOHHOMN CUCTEME COOTBETCTBYHOLLLETO KAAacCa 3aLMLLEHHOCTY.







